
© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n 1

Stefano Menoncin

The need for QoS

System Engineer – P u b l ic  Sec to r
C isc o  I ta l ia

Padova, 16 maggio 2008



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 2

Intro
W h a t i s  Q oS  ?
W h y  Q oS  ?
W h e re  d oe s  Q oS  a p p l i e s ?
Q oS  D e c om p os e d
Q oS  B e s t P ra c ti c e s
R e f e re nc e s
S u p p orti ng  S l i d e s

Agenda 



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 3



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 4
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0% Packet 
L o s s

IP T V  P ac k et L o s s  E x am p l es

0. 5  % Packet 
L o s s

5  % Packet 
L o s s

� Z e ro d rop s ,  v i d e o i s  
s m ooth  a nd  c l e a r

� Inc re a s e d  d rop  ra te s  f u rth e r 
d e g ra d e  v i d e o q u a l i ty

� Im p a c t d e p e nd s  h i g h l y  on 
S T B  d e c od e r b e h a v i or
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W h at is  Q o S ?

W h y  Q o S ?

W h ere Q o S ?

H o w  Q o S ?



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 8

W h at Is  Q u al ity  o f Servic e?  
� To the end user

U s e r’s  p e rc e p ti on th a t th e i r 
a p p l i c a ti ons  a re  p e rf orm i ng  p rop e rl y
V oi c e  – N o d rop  c a l l s ,  q u a l i ty
V i d e o – H i g h  q u a l i ty ,  s m ooth  v i d e o
D a ta  – R a p i d  re s p ons e  ti m e

� To The N etw ork  M a na g er
N e e d  to m a x i m i z e  ne tw ork  b a nd w i d th  
u ti l i z a ti on w h i l e  m e e ti ng  p e rf orm a nc e  
e x p e c ta ti ons  of  th e  e nd  u s e r  
C ontrol  D e l a y ,  J i tte r,  P a c k e t L os s  a nd  
A v a i l a b i l i ty
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Different Types of Traffic Have Different Needs

Sensitivity to 
Q oS M etr ic s

NNN
B u l k  D a ta
E m a il

F il e T r a nsf er

NNYT r a nsa c tiona l /  
I nter a c tive

YYNStr ea m ing  V id eo

YYYI nter a c tive V oic e 
a nd  V id eo

P a c k et 
L ossJ itterD el a y

A p p l ic a tion 
E x a m p l es

N eed  to m anag e
b and w id th  al l ocations

� R ea l -time a p p l ic a tio ns esp ec ia l l y 
sensitiv e to  Q o S

I n t e r ac t ive  voic e
V ide oc on f e r e n c in g

� C a u ses o f  d egra d ed  p erf o rma nc e
C on ge s t ion  l os s e s
V ar iab l e  q u e u in g de l ay s

� T h e Q o S c h a l l enge
M an age  b an dw idt h  al l oc at ion s  t o 
de l ive r  t h e  de s ir e d ap p l ic at ion  
p e r f or man c e
C on t r ol  de l ay , j it t e r  an d p ac k e t l os s
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Q u al ity  of
Ser v ice

� O p ti m i z e  b a nd w i d th  
u ti l i z a ti on f or V i d e o,  
V oi c e  &  D a ta  a p p s .

� D ri v e s  p rod u c ti v i ty  
b y  e nh a nc i ng  s e rv i c e -
l e v e l s  to m i s s i on-
c ri ti c a l  a p p l i c a ti ons

� H e l p s  m a i nta i n 
ne tw ork  a v a i l a b i l i ty  
i n th e  e v e nt of  
D oS / w orm  a tta c k s

W h y  E nab l e Q o S?    

N etw or k  A v ail ab il ity

Secu r ity
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Q u al ity  o f Servic e O p eratio ns
H ow  D oes I t W ork  a nd E ssenti a l  E l em ents

C l as s ification and  
Mar k ing

Q u eu ing  and  
D r op p ing

P os t-Q u eu ing  
O p er ations

� C l as s if ic at ion  &  M ar k in g:
T h e f ir st el em ent to a  Q oS p ol ic y is to c l a ssif y/ id entif y th e tr a f f ic  th a t is to b e tr ea ted  d if f er entl y.   F ol l ow ing  
c l a ssif ic a tion,  m a r k ing  tool s c a n set a n a ttr ib u te of  a  f r a m e or p a c k et to a  sp ec if ic  va l u e.

� Pol ic in g:
D eter m ine w h eth er  p a c k ets a r e c onf or m ing  to a d m inistr a tivel y-d ef ined  tr a f f ic  r a tes a nd  ta k e a c tion a c c or d ing l y.  
Su c h  a c tion c ou l d  inc l u d e m a r k ing ,  r em a r k ing  or  d r op p ing  a  p a c k et.

� S c h e du l in g ( in c l u din g Q u e u in g &  D r op p in g):
Sc h ed u l ing  tool s d eter m ine h ow  a  f r a m e/ p a c k et ex its a  d evic e.  Q u eu ing  a l g or ith m s a r e a c tiva ted  onl y w h en a  
d evic e is ex p er ienc ing  c ong estion a nd  a r e d ea c tiva ted  w h en th e c ong estion c l ea r s.

� L in k  S p e c if ic  M e c h an is ms  ( S h ap in g, F r agme n t at ion , C omp r e s s ion , T x  R in g)
O f f er s netw or k  a d m inistr a tor s tool s to op tim iz e l ink  u til iz a tion
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Head Office

B r an ch

Ser v er  F ar m  

SP Cloud CE

CE
SiSi

SiSi

W h ere Q o S ?

S p e e d  a n d  D u p l e xS p e e d  a n d  D u p l e x
S e t t i n g sS e t t i n g s
Cl a s s i f i c a t i o n / T r u s t  o n  Cl a s s i f i c a t i o n / T r u s t  o n  
I P  P h o n e  a n d  I P  P h o n e  a n d  
Ac c e s s  S w i t c hAc c e s s  S w i t c h
M u l t i p l e  Q u e u e s  o n  M u l t i p l e  Q u e u e s  o n  
Ac c e s s  P o r t sAc c e s s  P o r t s

Q o SQ o S ——Ca m p u s  Ac c e s sCa m p u s  Ac c e s s
L a y e r  3 P o l i c i n g ,  M a r k i n g
M u l t i p l e  Q u e u e s  o n  
Al l  P o r t s ;  P r i o r i t y  
Q u e u i n g  f o r  V o I P
W R ED  w i t h i n  D a t a  
Q u e u e  f o r  Co n g e s t i o n  
M a n a g e m e n t

Ca p a c i t y  P l a n n i n g
Q u e u i n g
W R ED

Q o S —Ca m p u s  D i s t r i b u t i o n
D e f i n e  S L A
Cl a s s i f i c a t i o n ,  M a r k i n g
L o w -L a t e n c y  Q u e u i n g
L i n k  F r a g m e n t a t i o n  
a n d  I n t e r l e a v i n g
W R ED  a n d  S h a p i n g

Q o S —W AN  Ed g e Q o S —S P  Cl o u d

Deploying QoS End-t o-End A c r os s  t h e N et w or k

WAN Edge
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C o nges tio n Sc enario s

CECE CECE
2 0

M b p s
2 0

M b p s
1 0

M b p s
1 0

M b p s

Sp e e d M i s m a t c hSp e e d M i s m a t c h

1 0 M b p s
1 0 M b p s
1 0 M b p s
1 0 M b p s
1 0 M b p s

4 0 M b p s

T r a f f i c  A g g r e g a t i on

CE CE

CE

1  M b p s 1  M b p s

1  M b p s

T r a f f i c  A g g r e g a t i on
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T im e1  2  3  4  5  6  7  8  9  1 0  1 1  1 2  1  2  3

T im e1  2  3  4  5  6  7  8  9  1 0  1 1  1 2  1  2  3

100%

T im e1  2  3  4  5  6  7  8  9  1 0  1 1  1 2  1  2  3

L i n k  
U t i l i z a t i o n

Q o S Ap p l ic ab il ity
� L i nk  ov e rp rov i s i one d
� M a y  not b e  c os t e f f e c ti v e
� N o Q oS  re q u i re d  b u t a
s a f e ty  ne t

100%

L i n k  
U t i l i z a t i o n

100%

L i n k  
U t i l i z a t i o n

• T r ans ient cong es tion
• Q oS m os t u s efu l

• L ink  h ig h l y  ov er s u b s cr ib ed
• Q oS s om ew h at u s efu l  b u t 

m or e b and w id th  r eq u ir ed



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 15

Q o S Dec o m p o s ed:
The Components of the Q oS Tool k i t

�
� The Q O S  b ui l di ng  b l oc k s

C l a s s i f i c a ti on a nd  M a rk i ng
P ol i c i ng  a nd  M e te ri ng
Q u e u i ng  a nd  s c h e d u l i ng
D rop p i ng
S h a p i ng

� I P  Q O S  A rc hi tec tures
� Ty p i c a l  R outer Q O S  i m p l em enta ti ons i n p ra c ti c e
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C l as s ific atio n
� C l a s s i f i c a ti on

T h e p ro c ess o f  id entif ying f l o w s o f  p a c k ets a nd  gro u p ing ind iv id u a l  
tra f f ic  f l o w s into  a ggrega ted  strea ms (e. g.  c l a sses) su c h  th a t a c tio ns 
c a n b e a p p l ied  to  th o se strea ms (e. g.  p o l ic ing,  sh a p ing,  sc h ed u l ing)

� F ou r ty p e s  of  c l a s s i f i c a ti on
- I mp l ic it C l a ssif ic a tio n

e. g.  b a sed  u p o n inc o ming interf a c e
- Simp l e c l a ssif ic a tio n,  i. e.  singl e f iel d  c l a ssif ic a tio n
- C o mp l ex C l a ssif ic a tio n,  a . k . a .  mu l ti-f iel d  c l a ssif ic a tio n o f  th e I P  p a c k et 
h ea d er

e. g.  so me c o mb ina tio n o f  ro u te p ref ix es,  I P  p ro to c o l ,  D SC P ,  a nd  
U D P / T C P  p o rts

- D eep p a c k et insp ec tio n /  sta tef u l  insp ec tio n
f o r d if f ic u l t to  c l a ssif y a p p l ic a tio ns
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C l as s ific atio n T o o l s
E thernet 8 0 2 . 1 Q  C l a ss of  S erv i c e

� 802.1p user priority field also 
c alled C lass of S erv ic e ( C oS )

� D ifferen t types of traffic  are 
assig n ed differen t C oS  v alues

� C oS  6  an d 7  are reserv ed for 
n etw ork  use

T A G
4  B y t e s

T h r ee B it s  U s ed fo r  C o S
( 8 02. 1p  U s er  P r io r it y )

D a t a F CSPTSAD ASF DPr e a m . T y p e

8 0 2 . 1 Q / p
H e a de rPR I V L A N  I DCF I

E t h er n et  F r am e

1
2
3
4
5
6
7

0 B es t  E ffo r t  D at a
B u l k  D at a
C r it ical  D at a
C al l  Sig n al in g

V ideo
V o ice
R o u t in g
R es er v ed

CoS A p p li c a t i on
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C l as s ific atio n T o o l s
I P  P rec edenc e a nd D i f f S erv  C ode P oi nts

� I P v 4 :  T h ree m ost sig n ific an t b its of T oS  b yte are c alled I P  
P rec eden c e ( I P P ) —oth er b its un used

� D iffS erv :  S ix  m ost sig n ific an t b its of T oS  b yte are c alled 
D iffS erv  C ode P oin t ( D S C P ) —rem ain in g  tw o b its used for 
flow  c on trol

� D S C P  is b ac k w ard-c om patib le w ith  I P  prec eden c e

7 6 5 4 3 2 1 0

I D Offs et T T L P r o t o F C S I P  SA I P  D A D at aL enV er s io n  
L en g t h

T o S
B y t e

D iffSer v  C o de P o in t  ( D SC P ) I P  E C N

I Pv 4  Pa c k e t

I P  P r eceden ce U n u s ed St a n da r d I Pv 4
D i f f Se r v  E x t e n s i on s
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E vo l u tio n to  th e DS F iel d
� T h e D if f erentia ted  
Serv ic es (D S) f iel d  h a s 
o b so l eted  b o th

T h e  T y p e  of  S e r vic e  O c t e t  
in  I Pv4
T h e  T r af f ic  C l as s  f ie l d in  
I Pv6

� 3  l ea st signif ic a nt b its a re 
th e c l a ss sel ec to r 
c o d ep o ints (C S)

F u n c t ion al l y  e q u ival e n t  t o 
t h e  p r e c e de n c e  f ie l d

R F C 1349

R F C 1122

R F C 7 9 1
Type of Service Field

( R FC  7 9 1 )
P receden ce Field

( R FC  7 9 1 )

Type of Service Field
( R FC  1 1 2 2 )

P receden ce Field
( R FC  7 9 1 )

Type of Service Field
( R FC  1 3 4 9 )

P receden ce Field
( R FC  7 9 1 )

T O S  O c t e t
LSB

7654321
M SB

0
00RTD

LSB

7654321
M SB

0
00RTD

LSB

7654321
M SB

0
00RTD

LSB

7654321
M SB

0
00RTD

LSB

7654321
M SB

0
MB ZMRTD

LSB

7654321
M SB

0
MB ZMRTD

D SC P  ( R FC 2 4 7 4 )

R F C 316 8

R F C 247 4

D S  F i e l d

E C N  ( R FC  3 1 6 8 )

D SC P  ( R FC 2 4 7 4 )
C la s s  Select or C ode P oin t s  ( R FC 2 4 7 4 )

C la s s  Select or C ode P oin t s  R FC 2 4 7 4 )

LSB

7654321
M SB

0
C UC U

LSB

7654321
M SB

0
C UC U

LSB

7654321
M SB

0
LSB

7654321
M SB

0
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C l as s ific atio n T o o l s
D S C P  P er-H op  B eha v i ors
� IE T F  R F C s  h a v e  d e f i ne d  s p e c i a l  k e y w ord s ,  c a l l e d  P e r-H op  
B e h a v i ors ,  f or s p e c i f i c  D S C P  m a rk i ng s

� E F :  E x p e d i te d  F orw a rd i ng  ( R F C 3 2 4 6 )
( D S C P 4 6)

� C S x :  C l a s s  S e l e c tor ( R F C 2 4 7 4 )
W h e r e  x  c or r e s p on ds  t o t h e  I P Pr e c e de n c e  val u e  ( 1–7 )
( D S C P 8, 16, 24 , 3 2, 4 0, 4 8, 5 6)

� A F x y :  A s s u re d  F orw a rd i ng  ( R F C 2 5 9 7 )
W h e r e  x  c or r e s p on ds  t o t h e  I P Pr e c e de n c e  val u e  
( on l y  1–4  ar e  u s e d f or  A F  C l as s e s )
A n d y  c or r e s p on ds  t o t h e  D r op  Pr e f e r e n c e  val u e  ( e it h e r  1 or  2 or 3 )
W it h  t h e  h igh e r  val u e s  de n ot in g h igh e r  l ik e l ih ood of  dr op p in g
( D S C P 10/ 12/ 14 , 18/ 20/ 22, 26/ 28/ 3 0, 3 4 / 3 6/ 3 8)

� B E :  B e s t E f f ort or D e f a u l t M a rk i ng  V a l u e  ( R F C 2 4 7 4 )
( D S C P 0)
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Sc avenger-C l as s  ( R F C 3 6 6 2 )
W ha t I s the S c a v eng er C l a ss?

� The S c a v eng er c l a ss i s a n I nternet 2  D ra f t S p ec i f i c a ti on 
f or a  “l ess tha n b est ef f ort” serv i c e

� There i s a n i m p l i ed “g ood f a i th” c om m i tm ent f or the 
“b est ef f ort” tra f f i c  c l a ss

It i s  g e ne ra l l y  a s s u m e d  th a t a t l e a s t s om e  ne tw ork  re s ou rc e s  
w i l l  b e  a v a i l a b l e  f or th e  d e f a u l t c l a s s

� S c a v eng er c l a ss m a rk i ng s c a n b e used to di sti ng ui sh 
out-of -p rof i l e/ a b norm a l  tra f f i c  f l ow s f rom  i n-p rof i l e/
norm a l  f l ow s

T h e  S c a v e ng e r c l a s s  m a rk i ng  i s  C S 1 ,  D S C P  8  
� S c a v eng er tra f f i c  i s a ssi g ned a  “l ess-tha n-b est ef f ort”
q ueui ng  trea tm ent w henev er c ong esti on oc c urs
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C l as s ific atio n T o o l s
M P L S  E X P  B i ts

� P ac k et C lass an d drop prec eden c e in ferred from  E X P  
( th ree-b it)  field

� R F C 3 27 0 does n ot rec om m en d spec ific  E X P  v alues 
for D iffS erv  P H B  ( E F / A F / D F )

� U sed for fram e-b ased M P L S

0                   1                   2                   3
0 1 2 3 4  5  6  7  8  9  0 1 2 3 4  5  6  7  8  9  0 1 2 3 4  5  6  7  8  9  0 1

L a b e l                           EX P  S        T T L

MP L S Sh im  H ead er

EX P

P ay l o ad

F r am e E ncap s u l ation

3 2 1 0

M PL S E X P S

L ay er -2 Header
L ab el  Header
L ab el  Header

L ab el  
St ack
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C l as s ific atio n T o o l s
N etw ork -B a sed A p p l i c a ti on R ec og ni ti on

T o S S o u r c e
I P  Ad d r

D e s t
I P  Ad d r

S r c
P o r t S u b -P o r t / D e e p  I n s p e c t i o nD s t

P o r t
P r o t o c o l

� I denti f i es ov er 9 0  a p p l i c a ti ons a nd p rotoc ol s TC P  
a nd U D P  p ort num b ers

S ta ti c a l l y  a s s i g ne d
D y na m i c a l l y  a s s i g ne d  d u ri ng  c onne c ti on  e s ta b l i s h m e nt

� N on-TC P  a nd non-U D P  I P  p rotoc ol s
� D a ta  p a c k et i nsp ec ti on f or m a tc hi ng  v a l ues

T C P / U D P  P ack et D ata A r eaI P  P ack et
Stateful and dynamic inspection
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N B AR  
S up p orted P rotoc ol s

Skype
R SV PSC C P / Ski n n y
Si g n a l i n gSI PM S SQ L  Ser v er

W i n M XM G C PR T PSQ L * N E T
K a Z a AR T SPR T C PD a t a b a s e
G n u t el l aV D O L i v eH . 3 2 3SU N -R P C
F a s t T r a c kSt r ea m W o r ksV o i c eN F S
eD o n key/ eM u l eR ea l  A u d i oSSHR P C
D i r ec t  C o n n ec tN et s h o wSO C K SSys l o g
B i t T o r r en tC U -SeeM eST E L N E TSN M P
P eer -t o -P eerSt r ea m i n g  M ed i aSP O P 3I C M P
X-W i n d o w sL D A PSN N T PN et w o r k M a n a g em en t
P r i n tK er b er o sSL D A PR I P
N T PD N SSI R CO SP F
N et B I O SF i n g erSI M A PE I G R P
N N T PD H C P / B O O T PSH T T PE G P
T F T PD i r ec t o r ySF T PB G P
T el n etSM T PM S-P P T PR o u t i n g  P r o t o c o l s
I R CN o t esL 2 T PSA P
H T T PE x c h a n g eI P s ecN o v a d i g m
G o ph erP O P 3I P I N I PP C A n yw h er e
F T PI M A PG R EC i t r i x  I C A
I n t er n etN et w o r k M a i l  Ser v i c esSec u r i t y a n d  T u n n el i n gE n t er pr i s e A ppl i c a t i o n s
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M ark ing
� M a rk i ng  ( a . k . a .  c ol ou ri ng )  i s  th e  p roc e s s  of  s e tti ng th e  v a l u e  of  th e  
D S  f i e l d s o th a t th e  tra f f i c  c a n e a s i l y  b e  i d e nti f i e d  l a te r,  i . e .  u s i ng  
s i m p l e  c l a s s i f i c a ti on te c h ni q u e s .

C a n a l so  ma rk  L 2  h ea d ers e. g.  8 0 2 . 1 D  u ser p rio rity f iel d
EX P  f iel d  u sed  f o r M P L S

� T ra f f i c  m a rk i ng  c a n b e  a p p l i e d  u nc ond i ti ona l l y ,  e . g .  m a rk  th e  
D S C P  to 3 4  f or a l l  tra f f i c  re c e i v e d  on a  p a rti c u l a r i nte rf a c e ,  or a s  a  
c ond i ti ona l  re s u l t 

� C ond i ti ona l  m a rk i ng  c a n b e  u s e d  to d e s i g na te  i n- a nd  ou t-of -
c ontra c t tra f f i c :

C o nf o rm a c tio n is “ma rk  o ne w a y”
Ex c eed  a c tio n is “ma rk  a no th er w a y”
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M ark ing
� M a rk i ng  tra f f i c  a t the netw ork  edg e i s a  usef ul  
tec hni q ue:

T ra f f i c  g e ne ra l l y  m a rk e d  a t th e  s ou rc e -e nd  s y s te m  or a s  c l os e  
to th e  tra f f i c  s ou rc e  a s  p os s i b l e  i n ord e r to s i m p l i f y  th e  ne tw ork  
d e s i g n

M a rk  on i ng re s s  to ne tw ork  i f  e nd  s y s te m  not c a p a b l e  of  
m a rk i ng  or c a nnot b e  tru s te d  
A l l ow s  a l l  rou te rs  w i th i n a n op e ra ti ona l  d om a i n to u s e  s i m p l e  
c l a s s i f i c a ti on b a s e d  u p on m a rk i ng
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Q o S Dec o m p o s ed:
The Components of the Q oS Tool k i t

�

� The Q O S  b ui l di ng  b l oc k s
C l a s s i f i c a ti on a nd  M a rk i ng
P ol i c i ng  a nd  M e te ri ng
Q u e u i ng  a nd  s c h e d u l i ng
D rop p i ng
S h a p i ng

� I P  Q O S  A rc hi tec tures
� Ty p i c a l  R outer Q O S  i m p l em enta ti ons i n p ra c ti c e
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Sim p l e O ne R ate T o k en B u c k et P o l ic er
� Pol ic in g e n f or c e s  a max imu m r at e  on  a t r af f ic  s t r e am
� N or mal l y  imp l e me n t e d as  a t ok e n  b u c k e t  of  r at e  ( R ) an d b u r s t  ( B )
� I t  s u p p or t s  2 p os s ib l e  ou t p u t  s t at e s

conform and exceed in MQC terms
� a. k . a O n e  R at e  T w o C ol ou r  ( 1R 2C ) mar k e r  /  p ol ic e r
� E x amp l e  u s e s

P ol ice v oice cl ass to max rate
in-/ ou t-of-contract mark ing  of a data cl ass

Bu r s t  ( B)

R a t e  ( R )

b tokensb tokens
i n bu c ket?i n bu c ket?

P a c ket of  si z e bP a c ket of  si z e b
by tes a r r i v esby tes a r r i v es

C onf or m  C onf or m  
A c ti onA c ti on

D ec r em ent tokenD ec r em ent token
c ou nt by  bc ou nt by  b

yes

E x c eed  E x c eed  
A c ti onA c ti on

n o

T y p i c a l l y  
t r a n s m i t + m a r k o r  

d r o p

T y p i c a l l y  t r a n s m i t  o r  
{ t r a n s m i t  +  m a r k }
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R F C  2 6 9 7 :
O ne R a te Thr ee Col or  ( 1 R 3 C)  M a r k er

� R F C2 6 9 7  1 R 3 C mark er u ses 2  tok en 
b u ck ets fil l ed at th e same rates

� I t su p p orts 3  p ossib l e ou tp u t states
c o n f o r m ,  ex c eed  a n d  v i o l a t e i n  M Q C  
t er m s
g r een ,  yel l o w  a n d  r ed  i n  R F C 2 6 9 7  
t er m s

� S ame as simp l e 1 R 2 C if E B S  =  0
C Bu r s t

( CBS )

R a t e  ( CI R )

E Bu r s t
( EBS )

R a t e  ( CI R )

P a c ket of  si z e bP a c ket of  si z e b
by tes a r r i v esby tes a r r i v es

b tokensb tokens
i n C  bu c ket?i n C  bu c ket?

C onf or m  C onf or m  
A c ti onA c ti on

D ec r em ent CD ec r em ent C
token c ou nt by  btoken c ou nt by  b

yes

b tokensb tokens
i n E  bu c ket?i n E  bu c ket?

n o

E x c eed  E x c eed  
A c ti onA c ti on

D ec r em ent E  D ec r em ent E  
token c ou nt by  btoken c ou nt by  b

yes

V i ol a te V i ol a te 
A c ti onA c ti on

n o

T y p i c a l l y  t r a n s m i t  o r  
{ t r a n s m i t  +  m a r k }

T y p i c a l l y  t r a n s m i t  o r  
{ t r a n s m i t  +  m a r k }

T y p i c a l l y  
t r a n s m i t + m a r k o r  

d r o p
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R F C  2 6 9 8 :
Tw o R a te Thr ee Col or  ( 2 R 3 C)  M a r k er

C Bu r s t
( CBS )

R a t e  ( CI R )

P Bu r s t
( P BS )

R a t e  ( P I R )

P a c ket of  si z e bP a c ket of  si z e b
by tes a r r i v esby tes a r r i v es

yes b tokensb tokens
i n C  bu c ket?i n C  bu c ket?

b tokensb tokens
i n P  bu c ket?i n P  bu c ket?
n o

V i ol a te V i ol a te 
A c ti onA c ti on

E x c eed  E x c eed  
A c ti onA c ti on

D ec r em ent P  D ec r em ent P  
token c ou nt by  btoken c ou nt by  b

n o

C onf or m  C onf or m  
A c ti onA c ti on

D ec r em ent C  a nd  P  D ec r em ent C  a nd  P  
token c ou nt by  btoken c ou nt by  b

yes

� R F C2 6 9 8  “R 3 C mark er u ses 2  
tok en b u ck ets fil l ed at different

� I t su p p orts 3  p ossib l e ou tp u t 
states

c o n f o r m ,  ex c eed  a n d  v i o l a t e i n  
M Q C  t er m s
g r een ,  yel l o w  a n d  r ed  i n  R F C 2 6 9 8  
t er m s

� E xamp l e u ses
en f o r c i n g  a  m a x i m u m  r a t e f o r  a  
d a t a  c l a s s ,  a n d  a ppl yi n g  i n -/ o u t -o f -
c o n t r a c t  m a r ki n g  w i t h i n  t h e c l a s s

T y p i c a l l y  t r a n s m i t  o r  
{ t r a n s m i t  +  m a r k }

T y p i c a l l y  t r a n s m i t  o r  
{ t r a n s m i t  +  m a r k }

T y p i c a l l y  
t r a n s m i t + m a r k o r  

d r o p

CI R < = P I RCI R < = P I R
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Q o S Dec o m p o s ed:
The Components of the Q oS Tool k i t

�

� The Q O S  b ui l di ng  b l oc k s
C l a s s i f i c a ti on a nd  M a rk i ng
P ol i c i ng  a nd  M e te ri ng
Q u e u i ng  a nd  s c h e d u l i ng
D rop p i ng
S h a p i ng

� I P  Q O S  A rc hi tec tures
� Ty p i c a l  R outer Q O S  i m p l em enta ti ons i n p ra c ti c e
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B u ffers  and Q u eu es

� W h en ro u ters rec eiv e mo re p a c k ets th a n th ey c a n immed ia tel y f o rw a rd ,  
th ey mo menta ril y sto re th e p a c k ets in “b u f f ers”

W h e n  t h e  b u f f e r s  ar e  f u l l , p ac k e t s  ge t  dr op p e d
� D if f erenc e b etw een b u f f ers a nd  q u eu es

B u f f e r s  ar e  p h y s ic al  me mor y  l oc at ion s  w h e r e  p ac k e t s  ar e  t e mp or ar il y  s t or e d 
w h il s t  w ait in g t o b e  t r an s mit t e d
Q u e u e s  do n ot  ac t u al l y  c on t ain  p ac k e t s  b u t  c on s is t  of  an  or de r e d s e t  of  p oin t e r s  
t o l oc at ion s  in  b u f f e r  me mor y  w h e r e  p ac k e t s  in  t h at  p ar t ic u l ar  q u e u e  ar e  s t or e d
B u f f e r  me mor y  ge n e r al l y  s h ar e d ac r os s  dif f e r e n t  q u e u e s

F I F O  Q u eu e

A r r i v a l
R a t e

S er v i c i n g
R a t e

T a i l H ea d
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Q u eu ing and Sc h edu l ing

� I n  a r ou t e r  or  s w it c h , t h e  p ac k e t  s c h e du l e r  ap p l ie s  p ol ic y  t o de c ide  w h ic h  p ac k e t  t o 
de q u e u e  an d s e n d n e x t , an d w h e n  t o do it . . .
F rom w w w . dictionary . com:  “sched·u l e (s k ěj ' ō ō l,  -ō ō -əl,  s k ěj ' əl)

n . A  li s t  o f  t i m e s  o f  d e p a r t u r e s  a n d  a r r i v a ls ”
� F ir s t  in  f ir s t  ou t  ( F I F O ) or  F ir s t  C ome  F ir s t  S e r ve d ( F C F S ) is  t h e  mos t  b as ic  s or t  of  

s c h e du l in g
S ing l e F I F O  serv iced q u eu e is th e defau l t w h ere no QO S  is ap p l ied

� W h e n  a s c h e du l e r  is  s e r vic in g mu l t ip l e  q u e u e s
T h e sch edu l er determines w h ich  q u eu e to serv ice next
E ach  q u eu e is serv iced in F I F O  fash ion

F I F O  Q u eu e

A r r i v a l
R a t e

S er v i c i n g
R a t e

T a i l H ea d
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Q u eu ing and Sc h edu l ing

� D if f erent sc h ed u l ers serv ic e q u eu es in d if f erent o rd ers
� M o st c o mmo n typ es o f  sc h ed u l ers

F I F O
Pr ior it y  s c h e du l in g
W e igh t e d b an dw idt h  s c h e du l in g

S t r i c t  p r i o r i t y 
q u eu e

N  
W ei g h t ed
q u eu es

Q u eu ed  p a c k et s

L i n kS c h ed u l er
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P rio rity  s c h edu l ing
� e . g .  IO S  P ri ori ty  Q u e u i ng
� If  p ri ori ty  q u e u e  i s  a c ti v e  th e n q u e u e  w i l l  b e  s e rv i c e d  ne x t a f te r a ny  
non-p ri ori ty  p a c k e t c u rre ntl y  b e i ng  s e rv i c e d

i. e.  it w il l  p re-emp t th e serv ic ing o f  a no th er p a c k et f ro m a ny o th er 
q u eu es,  b u t w il l  no t p re-emp t th e p a c k et c u rrentl y b eing serv ic ed

� E ns u re s  tra f f i c  i n th e  p ri ori ty  q u e u e  re c e i v e s  b ou nd e d  d e l a y  a nd
j i tte r

I f  a  p a c k et a rriv es in th e p rio rity q u eu e a nd  th e q u eu e is emp ty,  it 
sh o u l d  need  to  w a it f o r a t mo st o ne p a c k et f ro m a no th er q u eu e,  b ef o re 
b eing serv ic ed  b y th e sc h ed u l er
N o te:  in p ra c tic e,  th e d el a y imp a c t o n th e p rio rity q u eu e ma y b e mo re 
th a n j u st a  singl e p a c k et d u e to  th e p resenc e o f  a n interf a c e F I F O  
q u eu e (more on that to come …)
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W eigh ted b andw idth  s c h edu l ing
� T h ere a re a  nu mb er o f  p o ssib l e w eigh ted  b a nd w id th  sc h ed u l ing a l go rith ms 

W e igh t e d R ou n d R ob in  ( W R R ), e . g.  I O S  c u s t om q u e u in g
W e igh t e d F air  Q u e u in g, e . g.  I O S  ( F B )W F Q , C B W F Q , L L Q  ( a. k . a.  PQ C B W F Q )
D e f ic it  r ou n d r ob in  ( D R R ) an d M odif ie d D R R  ( mD R R ), e . g.  G S R

� D if f erent sc h ed u l ing a l go rith ms h a v e d if f erent c h a ra c teristic s in terms o f :
M ax -min  f air n e s s

T h e  f air n e s s  of  a s c h e du l e r  is  a me as u r e  of  h ow  c l os e l y  t h e  s c h e du l e r  
ac h ie ve s  t h e  in t e n de d b an dw idt h  al l oc at ion .

W or s t -c as e  de l ay  of  an  ar b it r ar y  p ac k e t
D if f e r e n t  s c h e du l in g al gor it h ms  ac t in g on  t h e  s ame  s e t  of  q u e u e s migh t  
h ave  dif f e r e n t  p ac k e t  de q u e u e  or de r s , e ve n  w h e n  t h e y  may  b e  c on f igu r e d t o 
p r odu c e  t h e  s ame  b an dw idt h  al l oc at ion

C omp l e x it y
T h e  f e w e r  p r oc e s s in g c y c l e s  an d l e s s  s t at e  n e e de d t o imp l e me n t  a
p ar t ic u l ar  al gor it h m, t h e  l e s s  p r oc e s s in g p ow e r  an d me mor y  r e q u ir e d an d 
h e n c e  t h e  e as ie r  it  is  t o s c al e  an d t h e  l ow e r  t h e  c os t  imp ac t  on t h e  p l at f or m.
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� W R R  is th e simp l est w eigh ted  b a nd w id th  sc h ed u l er
I n  a r ou n d of  t h e  s c h e du l e r , t h e  s c h e du l e r  vis it s  e ac h  q u e u e  an d s e r vic e s  an  amou n t  of  t r af f ic  f r om t h at  q u e u e  de t e r min e d b y  t h e  q u e u e ’s  w e igh t s .

� Ex a mp l e
C on s ide r  a s c h e du l e r  w h ic h  h as  t h r e e  w e igh t e d q u e u e s , A , B  an d C w it h  w e igh t s  of  1, 2 an d 4  r e s p e c t ive l y

I n  t h is  e x amp l e , in  e ac h  r ou n d, a W R R  s c h e du l e r  w ou l d s e r vic e  1 p ac k e t , 2 p ac k e t s  an d 4  p ac k e t s  f r om q u e u e s  A , B  an d C  r e s p e c t ive l y
I f  al l  q u e u e s  w e r e  p e r man e n t l y  f u l l  ( i. e .  t h e ir  ar r ival  r at e s  c on s t an t l y  e x c e e de d t h e ir  s e r vic in g r at e s ), t h e  s c h e du l in g or de r  w ou l d b e  A , B , B , C , C , C , C , A , B , B , C , C , C , C , A  …

1

2

4

A

B

C

S c h ed u l er L i n k

Sim p l e W eigh ted R o u nd R o b in Sc h edu l er
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Defic it R o u nd R o b in
� D ef ic it R o u nd  R o b in (D R R ) [ SH R EED H A R ]  mo d if ies W R R  su c h  th a t it c a n b e f a ir w ith o u t k no w ing th e a v era ge p a c k et siz es o f  p a c k ets in p a rtic u l a r q u eu es.

A c h ie ve d b y  k e e p in g t r ac k  of  a de f ic it  c ou n t e r  f or  e ac h  q u e u e .

� D R R  O p era tio n
S c h e du l e r  vis it s  e ac h  q u e u e  in  a r ou n d an d aims  t o s e r vic e  a w e igh t  or  q u an t u m’s  w or t h  f r om e ac h  q u e u e .

U n l ik e  W R R , t h e  q u an t u m is  de f in e d in  b y t e s  r at h e r  t h an  in  p ac k e t s .
W h e n  it  is  a q u e u e ’s  t u r n  t o b e  s e r vic e d, as  man y  w h ol e  p ac k e t s  w il l  b e  s e r vic e d f r om t h e  f r on t  of  t h e  q u e u e  as  c an  b e  ac c ommodat e d b y  t h e  q u an t u m.
I f  t h e r e  ar e  mor e  p ac k e t s  in  t h e  q u e u e  t h an  c an  b e  ac c ommodat e d b y  t h e  q u an t u m, an y  u n u s e d q u an t u m f or  t h e  q u e u e  on  t h at  r ou n d of  t h e  s c h e du l e r  ar e  c ar r ie d f or w ar d t o t h e  n e x t  r ou n d, e l s e  t h e  de f ic it  c ou n t e r  is  r e s e t .
I n  t h is  w ay , q u e u e s  w h ic h  did n ot  ge t  t h e ir  f air  s h ar e  in  on e  r ou n d r e c e ive  r e c omp e n s e  on  t h e  n e x t  r ou n d.  
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Queue  R o un d  1  R o un d  2  R o un d  3  R o un d  4  R o un d  5  R o un d  6  R o un d  7  R o un d  8  

A Qua n t um  100 13 6 108 144 116 15 2  12 4 100 
 P k t s  s en t  1 *  64B   

{ A 1}  
2  *  64B  
{ A 2 ,  A 3 }  

1 *  64B  
{ A 4}  

2  *  64B  
{ A 5 ,  A 6}  

1 *  64B  
{ A 7 ,  A 8}  

2  *  64B  
{ A 9 ,  A 10}  

2  *  64B  
{ A 11,  A 12 }  

1 *  64B  
{ A 13 }  

 D ef i c i t  3 6 8 44 16 5 2  2 4 0 3 6 
B Qua n t um  2 00 400 600 800 1000 12 00 1400 1600 
 P k t s  s en t  0 0 0 0 0 0 0 1 *  15 00B  

{ B 1}  
 D ef i c i t  2 00 400 600 800 1000 12 00 1400 100 
C Qua n t um  400 5 00 600 400 5 00 600 400 5 00 
 P k t s  s en t  1 *  3 00B  

{ C 1}  
1 *  3 00B  
{ C 2 }  

2  *  3 00B  
{ C 3 ,  C 4}  

1 *  3 00B  
{ C 5 }  

1 *  3 00B  
{ C 6}  

2  *  3 00B  
{ C 7 ,  C 8}  

1 *  3 00B  
{ C 9 }  

1 *  3 00B  
{ C 10}  

 D ef i c i t  100 2 00 0 100 2 00 0 100 2 00 

 

Defic it R o u nd R o b in
� Ex a mp l e

C on s ide r  a s c h e du l e r , w h ic h  h as  t h r e e  w e igh t e d q u e u e s :  A , B  an d C , w h ic h  
h ave  de s ir e d r e l at ive  b an dw idt h  al l oc at ion s  of  1: 2: 4  ( or  14 % , 29 %  an d 5 7 % ) 
r e s p e c t ive l y  an d h ave  q u an t a of  100, 200, an d 4 00 ac c or din gl y .
A s s u me  t h at  q u e u e s  A , B  an d C  ar e  p e r man e n t l y  f u l l  an d h ave  p ac k e t  s iz e s  of  
64  b y t e s , 15 00 b y t e s  an d 3 00 b y t e s  r e s p e c t ive l y  an d t h at  t h e  l in k  is  5 12k b p s .
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Interfac e F IF O  /  T rans m it R ing B u ffer

� I n a l l  p ra c tic a l  ro u ter imp l ementa tio ns,  th e sc h ed u l er w il l  no t a c tu a l l y sc h ed u l e q u eu es d irec tl y o nto  th e p h ysic a l  l ink ,  b u t ra th er w il l serv ic e its q u eu es into  th e q u eu e o f  th e h a rd w a re l ine d riv er o n th e o u tgo ing interf a c e
� T h is q u eu e is d esigned  to  p ro v id e b u f f ering b ef o re th e h a rd w a re l ine d riv er a l l o w ing th e l ine d riv er to  ma x imise interf a c e th ro u gh p u t.
� T h is q u eu e is a  F I F O  q u eu e,  w h ic h  is v a rio u sl y k no w  a s th e interf a c e F I F O ,  tra nsmit ring (tx -ring) b u f f er
� I O S w il l  sel f -tu ne th e tx -ring b a sed  u p o n interf a c e ra te w h ere need ed

S t r i c t  
p r i o r i t y 
q u eu e

N  
W ei g h t ed
q u eu es

Q u eu ed  
p a c k et s

L i n kS c h ed u l er

Interface
F IF O
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Q o S Dec o m p o s ed:
The Components of the Q oS Tool k i t

�

� The Q O S  b ui l di ng  b l oc k s
C l a s s i f i c a ti on
P ol i c i ng  a nd  M e te ri ng
Q u e u i ng  a nd  s c h e d u l i ng
D rop p i ng
S h a p i ng

� I P  Q O S  A rc hi tec tures
� Ty p i c a l  R outer Q O S  i m p l em enta ti ons i n p ra c ti c e
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Dro p p ing
� Q u e u e s  c a nnot g row  to a n i nf i ni te  l e ng th  a s  b u f f e r m e m ory  s p a c e  
i s  not i nf i ni te

� D rop p i ng  a l g ori th m s  a re  u s e d  to d rop  p a c k e ts  a s  q u e u e  d e p th s  
b u i l d

� T w o m a i n ty p e  of  d rop p i ng  a l g ori th m  a re  u s e d  tod a y :
T a il  d ro p  – no rma l l y th e d ef a u l t b eh a v io u r

Note: c ou l d al s o h ave  h e ad dr op  b u t  al mos t  n e ve r  u s e d in  p r ac t ic e
R ED  – d esigned  to  imp ro v e th ro u gh p u t f o r T C P  b a sed  a p p l ic a tio ns

� W i th  v a ri a nts
W eigh ted  T a il -d ro p
W eigh ted  R ED
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T ail dro p
� T ail  dr op  is  t h e  mos t  b as ic  f or m of  
dr op p in g al gor it h m

� T ail -dr op  de c is ion  al gor it h m ap p l ie d 
w h e n  p ac k e t  is  r e c e ive d, i. e .  b e f or e  
t h e  p ac k e t  is  e n q u e u e d:

I F  q u eu e dep th  is l ess th an q li m i t ,  
T H E N  enq u eu e p ack et
I F  q u eu e dep th  is ab ov e q li m i t ,  
T H E N  drop  p ack et

� N ot e :  dr op p e d p ac k e t s  ar e  n e ve r  
e n q u e u e d!

� N or mal l y  ap p l ie d t o V oip  an d vide o 
t r af f ic

� F or  T C P b as e d t r af f ic , t ail -dr op  
b e h aviou r  c an  r e s u l t  in  gl ob al  
s y n c h r on is at ion  ( mor e  l at e r  …)

p

1

0 qdepthq l i m i t

Tail Drop
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W eigh ted tail -dro p
� W e i g h te d  ta i l -d rop a l l ow s  
m u l ti p l e  ta i l -d rop p rof i l e s  to b e  
a p p l i e d  to th e  s a m e  q u e u e

Ea c h  a p p l ied  to  a  su b set o f  th e 
tra f f ic  w ith in th e q u eu e

� C a n b e  u s e d  to d i f f e re nti a te  
b e tw e e n i n-/ ou t-of  c ontra c t i n 
th e  s a m e  q u e u e ,  w h i l s t 
a v oi d i ng  th e  p os s i b i l i ty  of  
p a c k e t re -ord e ri ng  w i th i n th a t 
c l a s s

p

1

0 qdepthq l i m i t2

Weighted Tail Drop

q l i m i t1
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Tim e

B an dw idth 
U tiliz ation100%

Tail Drop

Three Traf f ic  F low s  
S tart at Dif f eren t Tim es

A n other Traf f ic  F low
S tarts  at This  P oin t

T C P  G l o b al  Sy nc h ro niz atio n:  
T h e N eed fo r C o nges tio n Avo idanc e
� A l l  T C P  F l ow s  S y nc h roni z e  i n W a v e s
� S y nc h roni z a ti on W a s te s  A v a i l a b l e  B a nd w i d th
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T C P  G l o b al  Sy nc h ro nis atio n and R E D

� W it h ou t  R E D , b e l ow  100%  t h r ou gh p u t
S imp l e F I F O  w ith  tail  drop
T ail  drop  resu l ts in session sy nch roniz ation w h en w av es of traffic exp erience sy nch roniz ed 
drop s,  redu cing  ag g reg ate th rou g h p u t

� R E D  e n ab l e d s t ar t in g 10: 00 s e c on d day , ~ 100%  t h r ou gh p u t
� S e s s ion  s y n c h r on iz at ion  r e du c e d t h r ou gh p u t  u n t il  R E D  e n ab l e d

R E D  distrib u tes drop s ov er v ariou s sessions to desy nch roniz e T CP sessions imp rov ing  
av erag e T CP  session g oodp u t

[ C ou rtes y  of  S ean  Doran ,  then  at E b on e]

Tail Drop R E D
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R ando m  E arl y  Detec tio n
� R andom E arl y  D etection ( R E D )  [ F L O Y D ]  is 

a cong estion av oidance tech niq u e desig ned 
to imp rov e th rou g h p u t for T CP ,  b y  b reak ing  
g l ob al  sy nch ronisation

� R E D  decision al g orith m – w h en p ack et is 
receiv ed:

I f  a v er a g e q u eu e d ept h  i s  l es s  t h a n  q u eu e m i n  
t h r es h o l d ,  en q u eu e pa c ket
I f  a v er a g e q u eu e d ept h  i s  a b o v e q u eu e m a x  
t h r es h o l d ,  d r o p pa c ket
I f  a v er a g e q u eu e d ept h  i s  b et w een  t h e m i n t h
a n d  m a x t h ,  d r o p pa c ket  w i t h  a  r a n d o m  b u t  
i n c r ea s i n g  pr o b a b i l i t y

� N ote:  F or T CP  w e w ou l d p refer to not drop  
at al l  b u t to u se E CN  mark ing  ( R F C 3 1 6 8 )

� T h ere are many  al g orith ms,  w h ich  are 
v ariations on th e R E D  th eme

e. g .  R E D  L i g h t  [ J A C O B SO N ]

p

1

0 q a v gq m a x thq m i n th

p m a x

R E D  p r o f i l e
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Sc h edu l ing T o o l s
D S C P -B a sed W R E D  O p era ti on

A v e rag e
Q u e u e
S iz e

1 00%

0

Drop
P rob ab ilit y

Be g i n
D r o p p i n g
AF 13

D r o p  Al l
AF 11

M ax  Q u eu e
L en gth

( Tail Drop)

D r o p  Al l
AF 12

D r o p  Al l
AF 13

Be g i n
D r o p p i n g
AF 12

Be g i n
D r o p p i n g
AF 11

5 0%

A F  =  ( R F C 2 5 9 7 )  A ssu red F orw arding
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312302021201

TA I L  DR O P

3

3

3

WRED

01

0

1

0

3

Q u e u e

Sc h edu l ing T o o l s
C ong esti on A v oi da nc e A l g ori thm s

� Queueing algorithms manage the f ront of  the q ueue
� W h ic h  p a c k ets get tra nsmitted  f irst

� C ongestion av oid anc e algorithms manage the tail of  
the q ueue

� W h ic h  p a c k ets get d ro p p ed  f irst w h en q u eu ing b u f f ers f il l
� W eighted  R and om E arly  D etec tion ( W R E D )

W R ED  c a n o p era te in a  D if f Serv -c o mp l ia nt mo d e
� D ro p s p a c k ets a c c o rd ing to  th eir D SC P  ma rk ings
W R ED  w o rk s b est w ith  T C P -b a sed  a p p l ic a tio ns,  l ik e d a ta
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C o nges tio n Avo idanc e

R F C 3 1 6 8 :  I P  E x plic it  C on g e s t ion  N ot if ic at ion

E C T B it :
E C N -C apab le  Tran s port

C E  B it :
C on g e s t ion  E x pe rie n c e d

7 6 5 4 3 2 1 0

I D O f f s et TTL P roto F C S I P  S A I P  DA DataL enV ers ion
L en gth

ToS
B y te

Dif f S erv  C ode P oin t ( DS C P ) C E

I P v 4  P ac k e t

E C T

� I P  H ea der Ty p e of  S erv i c e ( ToS )  B y te 
� E x p l i c i t C ong esti on N oti f i c a ti on ( E C N )  B i ts
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Q o S Dec o m p o s ed:
The Components of the Q oS Tool k i t

�

� The Q O S  b ui l di ng  b l oc k s
C l a s s i f i c a ti on
P ol i c i ng  a nd  M e te ri ng
Q u e u i ng  a nd  s c h e d u l i ng
D rop p i ng
S h a p i ng

� I P  Q O S  A rc hi tec tures
� Ty p i c a l  R outer Q O S  i m p l em enta ti ons i n p ra c ti c e
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Sh ap ing . . .  vs .  p o l ic ing
� Simil a rl y to  p o l ic ing …

Shaping can be used to enforce a 
m ax im um  rate for a traffic stream
Shaping can be im pl em ented w ith a tok en 
buck et,  w ith a defined m ax  depth or burst 
B ,  and a defined rate R  at w hich the 
buck et is fil l ed w ith by te-siz ed tok ens.

� Unlike policing, when a packet arrives …
T he pack et siz e b is com pared against the 
num ber of tok ens currentl y  in the buck et
I f there are at l east as m any  by te tok ens in 
the buck et as there are by tes in the 
pack et,  then the pack et is transm itted 
w ithout del ay ,  and the buck et is 
decrem ented by  a num ber of tok ens eq ual  
to the num ber of by tes in the pack et
If there are less tokens in the bucket 
than by tes in the p acket,  then the 
p acket is d elay ed ,  i. e.  q ueued ,  until 
there are sufficient tokens in the bucket

B
R

S h a p e r
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Shaping

Tr
af
fic

T im e

Tr
af
fic

T im e

Shape d  R at e

P o l ic ing

Tr
af
fic

T im e

Tr
af
fic

T im e

P o l ic e d  R at e

P o l ic ing vs .  Sh ap ing
� H e nc e ,  w h i l s t p ol i c i ng  d rop s  
ou t-of -c ontra c t tra f f i c ,  
s h a p i ng  d e l a y s  ou t of  
c ontra c t tra f f i c

� E f f e c ti v e l y  p ol i c i ng  a c ts  to 
c u t th e  p e a k s  of f  b u rs ty  
tra f f i c ,  w h i l s t s h a p i ng  a c ts  to 
s m ooth  th e  tra f f i c  p rof i l e  b y  
d e l a y i ng  th e  p e a k s

R esu l ting p a c k et strea m is 
“smo o th ed ” a nd  net 
th ro u gh p u t f o r T C P  tra f f ic  is 
h igh er w ith  sh a p ing
Sh a p ing d el a y ma y h a v e a n 
imp a c t o n so me serv ic es 
su c h  a s v o ip  a nd  v id eo  
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� Sh a p ers c a n b e a p p l ied  in 
a  nu mb er o f  w a ys,  e. g.  :

T o e n f or c e  a max imu m 
r at e  ac r os s  al l  t r af f ic  on  a 
p h y s ic al  or  l ogic al  
in t e r f ac e

T o e n f or c e  a max imu m 
r at e  ac r os s  a n u mb e r  of  
t r af f ic  c l as s e s

T o e n f or c e  a max imu m 
r at e  t o an  in dividu al  
t r af f ic  c l as s

L i n kB
R

S h a p e r

L i n kB
R

S h a p e r
S c h e d -

u l e r

S c h e d -
u l e r

B
R

S h a p e r L i n k

Sh ap ing
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Q o S Dec o m p o s ed:
The Components of the Q oS Tool k i t

�

� The Q O S  b ui l di ng  b l oc k s
C l a s s i f i c a ti on
P ol i c i ng  a nd  M e te ri ng
Q u e u i ng  a nd  s c h e d u l i ng
D rop p i ng
S h a p i ng

� I P  Q O S  A rc hi tec tures
� Ty p i c a l  R outer Q O S  i m p l em enta ti ons i n p ra c ti c e
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W h at is  a Q O S arc h itec tu re?
� Q O S  a rc h i te c tu re s  d e f i ne  th e  s tru c tu re s  w i th i n w h i c h  w e  d e p l oy  
Q O S  m e c h a ni s m s  to d e l i v e r e nd -to-e nd  Q O S  a s s u ra nc e s  or S L A s

� T o b e  c om p l e te l y  d e f i ne d ,  Q O S  a rc h i te c tu re s  ne e d  to p rov i d e  th e  
b a c k g rou nd i n w h i c h  m e c h a ni s m s  s u c h  a s  c l a s s i f i c a ti on,  m a rk i ng ,  
p ol i c i ng ,  q u e u i ng  a nd  s c h e d u l i ng ,  d rop p i ng  a nd  s h a p i ng  a re  u s e d  
tog e th e r to a s s u re  a  s p e c i f i e d  S L A  f or a  s e rv i c e .

� T h e  s ta nd a rd s  w h i c h  d e f i ne  th e  d i f f e re nt a rc h i te c tu re s  f or IP  Q O S  
h a v e  b e e n d e f i ne d  b y  th e  Inte rne t E ng i ne e ri ng  T a s k  F orc e

� T h e re  a re  now  tw o d e f i ne d  IP  Q O S  a rc h i te c tu re s
T h e D if f erentia ted  Serv ic es a rc h itec tu re – a . k . a  D if f serv  (R F C 2 4 7 5 )
T h e I ntegra ted  Serv ic es a rc h itec tu re – a . k . a  I ntserv  (R F C 1 6 3 3 )

� T h e  B e s t-E f f ort m od e l  i s  s ti l l  p re d om i na nt i n th e  Inte rne t tod a y
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IP  Q O S Standards  T im el ine
RFC 3270, “M P L S  
S u p p o r t  o f  D i f f s e r v ”, 

M a y  2002

1 9 8 0 1 9 8 5 1 9 9 0 20001 9 9 5 2005

RFC1 6 33, I n t s e r v , 
J u n e  1 9 9 4

RFC25 9 7, A F P H B  
a n d  RFC25 9 8  E F 
P H B , J u n e  1 9 9 9

RFC324 6 , E F P H B  
r e d e f i n e d , M a r c h  

2002

RFC24 6 0, I P v 6 , 
D e c e m b e r  1 9 9 8

RFC31 6 8 , E CN , 
S e p t e m b e r  2001

RFC2205 , RS V P v 1 , 
S e p t e m b e r  1 9 9 7

RFC79 1 , T O S  a n d  
I P  p r e c e d e n c e  f i r s t  
d e f i n e d , S e p t e m b e r  

1 9 8 1
RFC1 34 9 , T O S  

u p d a t e d , J u l y  1 9 9 2
RFC1 1 22, T O S  
u p d a t e d , O c t o b e r  

1 9 8 9
I P  p r ec ed en c e 

a n d  T O S

I n t ser v  a n d  R S V P

I P v 6

D i f f ser v

M P L S

RFC24 75 , D i f f s e r v  
a n d  RFC24 74  D S  
Fi e l d , D e c e m b e r  

1 9 9 8
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B es t-E ffo rt M o del

It will get there when it gets there.

I nternet initia l l y b a sed o n a  
b est-ef f o rt p a c k et d el iv ery 
serv ic e
T h e d ef a u l t mo d e f o r a l l  tra f f ic
N o  d if f erentia tio n b etw een 
typ es o f  tra f f ic
L ik e u sing sta nd a rd  ma il
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B es t-E ffo rt M o del  ( C o nt. )

Benefits:
• H i g h l y s c a l a b l e
• N o s p e c i a l  m e c h a ni s m s  re q u i re d

D r a w b a c k s:
• N o s e rv i c e  g u a ra nte e s
• N o s e rv i c e  d i f f e re nti a ti on
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DiffServ M o del
N etw o rk  tra f f ic  id entif ied  b y 
c l a ss
N etw o rk  Q o S p o l ic y enf o rc es 
d if f erentia ted  trea tment o f  tra f f ic  
c l a sses
Y o u  c h o o se l ev el  o f  serv ic e f o r 
ea c h  tra f f ic  c l a ss
L ik e u sing a  p a c k a ge d el iv ery 
serv ic e

D o  y o u  wa nt o v ernight 
d eliv ery ?
D o  y o u  wa nt two -d a y  a ir 
d eliv ery ?
D o  y o u  wa nt three- to  sev en-
d a y  gro u nd  d eliv ery ?
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Diffs erv Arc h itec tu re – R F C 2 4 7 5

D i f f s e r v  D o m a i n

P a c k e t  m a r k i n g
i n  D S C P

C l a s s i f i c a t i o n  a n d  
c o n d i t i o n i n g  ( p o l i c i n g ,  
s h a p i n g ,  m e t e r i n g )  o n  
i n g r e s s

B
R

B
R

B
R B

R

A g g r e g a t e  P H B s  ( E F ,  A F )  o n  e g r e s s  
a t  a l l  i n t e r f a c e s  w i t h i n  D S  d o m a i n

� Serv ic es p ro v id ed  w ith  c o mb ina tio n o f  ed ge b eh a v io u r (c o mp l ex  
c l a ssif ic a tio n,  c o nd itio ning,  ma rk ing,  etc . ) +  c o re b eh a v io u r (P H B s)
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D S C P  ( R F C 2 4 7 4 ) E C N  ( R F C  3 1 6 8 )

C l a s s  S e l e c t o r  C o d e  P o i n t s  R F C 2 4 7 4 )

LSB
7654321

M SB
0

LSB
7654321

M SB
0

Co d ep o in t  D S CP  
De f a u l t  /  C S 0 000000 
EF P H B  1 01 1 1 0 
C S 1  001 000 
C S 2 01 0000 
C S 3 01 1 000 
C S 4  1 00000 
C S 5  1 01 000 
C S 6  1 1 0000 
C S 7  1 1 1 000 
A F  P HB  G r o u p  D r o p  P r ec ed en c e 
A F  Cl a s s  L o w  ( A F x 1 ) Med iu m  ( A F x 2 ) Hig h  ( A F x 3 ) 
A F1 x  A F1 1  =  001 001  A F1 2 =  001 01 0 A F1 3 =  001 01 1  
A F2x  A F21  =  01 0001  A F22 =  01 001 0 A F23 =  01 001 1  
A F3x  A F31  =  01 1 001  A F32 =  01 1 01 0 A F33 =  01 1 01 1  
A F4 x  A F4 1  =  1 00001  A F4 2 =  1 0001 0 A F4 3 =  1 0001 1  

 

ECN Field M ea n in g  
0 0 N o t  E C T  
0 1 E C T ( 0) :  n o t  d e f i n e d  i n  [ R F C 2 4 8 1] 
1 0 E C T ( 1)  
1 1 C E  

Diffs erv F iel d
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Cl a ssi fi c a ti on a nd  M a r k i ng  D esi g n:  R F C 4 5 9 4  
Confi g u r a ti on G u i d el i nes for  D i ffS er v  S er v i c e Cl a sses

Application L 3 C las s if ication
D S C PP H B R F C

L ow -L ate ncy  D ata 18AF 21 R F C  259 7
B r oad cas t V id e o 24C S 3 R F C  247 4

R e al-T im e  I nte r activ e 32C S 4 R F C  247 4

C all S ig naling 40C S 5 R F C  247 4
V oI P  T e le ph ony 46E F R F C  3246

O AM 16C S 2 R F C  247 4

I E T F

H ig h -T h r ou g h pu t D ata 10AF 11 R F C  259 7

L ow -P r ior ity  D ata 8C S 1 R F C  3662

N e tw or k  C ontr ol 48C S 6 R F C  247 4

M u ltim e d ia S tr e am ing 26AF 31 R F C  259 7

B e s t E f f or t 0D F R F C  247 4

M u ltim e d ia C onf e r e ncing 34AF 41 R F C  259 7
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DiffServ M o del  ( C o nt. )

Benefits:
• H i g h l y s c a l a b l e
• M a ny l e v e l s  of  q u a l i ty  p os s i b l e

D r a w b a c k s:
• N o a b s ol u te  s e rv i c e  g u a ra nte e
• C om p l e x m e c h a ni s m s
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IntServ M o d el  ( R F C -1 6 3 3 ,  2 2 1 0 ,  2 2 1 1 ,  2 2 1 2 ,  2 2 1 5 )

• S ome ap p l ic at ion s  h ave  s p e c ial  
b an dw idt h  or  de l ay  r e q u ir e me n t s  
or  b ot h
• I n t S e r v in t r odu c e d t o gu ar an t e e  a 
p r e dic t ab l e  b e h avior  of  t h e  
n e t w or k  f or  t h e s e  ap p l ic at ion s
• G u ar an t e e d de l ive r y :  
n o ot h e r  t r af f ic  c an  u s e  r e s e r ve d 
b an dw idt h
• Pr e s e r ve  t h e  e n d-t o-e n d 
s e man t ic s  of  I P f or  Q oS
• K e y  e n dK e y  e n d--p oin t s  ar e  t h e  s e n de r s  p oin t s  ar e  t h e  s e n de r s  
an d t h e  r e c e ive r san d t h e  r e c e ive r s

It will b e there b y  1 0 : 3 0  a .m . 

Imagine A Custom Postal Service For You!!
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H and s e t

P B X

Cisco
7 2 00

M u ltim e d ia S e r v e r

M u ltim e d ia
S tation

H and s e t

C is co 3600

R e s e r v e  16 K
BW  o n  T h i s  L i n e

I  N e e d  16 K
BW  a n d
100 m s e c  
D e l a y

T h i s  Ap p  N e e d s
16 K  BW  a n d
100 m s e c  D e l a y

Integrated Servic es  Arc h itec tu re ( C o nt. ) :  
T h e 3  C o m p o nents  o f IntServ
� S p e c i f i c a ti on of  w h a t s e nd e r 
i s  s e nd i ng :  ( ra te ,  M T U ,  
e tc . ) —th e  T S p e c

� S p e c i f i c a ti on of  w h a t th e  
re c e i v e r ne e d s :  ( b a nd w i d th ,  
p a th  M T U ,  e tc . ) —th e  R S p e c

� S p e c i f i c a ti on of  h ow  th e  
s i g na l l i ng  i s  d one  to th e  
ne tw ork  b y  th e  s e nd e r a nd  
th e  re c e i v e r:

R S V P is  t h e  s ign al l in g p r ot oc ol  
f or  I n t S e r v ( R e s ou r c e  
R e S e r V at ion  Pr ot oc ol )
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U nders tanding R SV P B as ic O p eratio n

6464

6464

9 69 6

5 65 6

2424 7 27 2
8 08 0

7 27 2
4 84 8

3030 2424
2424

2424 6464
4 84 84 84 8

30302424
4 84 8

4 84 8

6464
2424
8 08 0R S V P  b a n d w i d t h  p o o l  

p r o v i si o n ed  o n  ea c h  
r o u t er  i n t er f a c e w i t h :
ip r s v p b a n d w id t h  . . .

R S V P  b a n d w i d t h  p o o l  
p r o v i si o n ed  o n  ea c h  
r o u t er  i n t er f a c e w i t h :
ip r s v p b a n d w id t h  . . .

I f  t h er e i s su f f i c i en t  
b a n d w i d t h  t h r o u g h o u t  

t h e n et w o r k ,  t h e 
r eser v a t i o n  su c c eed s. 
R S V P  a g en t  r ep o r t s 
su c c ess t o  r eq u est er

I f  t h er e i s su f f i c i en t  
b a n d w i d t h  t h r o u g h o u t  

t h e n et w o r k ,  t h e 
r eser v a t i o n  su c c eed s. 
R S V P  a g en t  r ep o r t s 
su c c ess t o  r eq u est er

I f  b a n d w i d t h  o n  a n y l i n k  
t h r o u g h o u t  t h e n et w o r k  
i s n o t  su f f i c i en t ,  t h e 

r eser v a t i o n  f a i l s. R S V P  
a g en t  r ep o r t s f a i l u r e t o  

r eq u est er

I f  b a n d w i d t h  o n  a n y l i n k  
t h r o u g h o u t  t h e n et w o r k  
i s n o t  su f f i c i en t ,  t h e 

r eser v a t i o n  f a i l s. R S V P  
a g en t  r ep o r t s f a i l u r e t o  

r eq u est er

2424
2424

66

66

00
00

R S V P  si g n a l i n g  u ses 
sa m e I P  r o u t e a s t h e 
d a t a  st r ea m  t h a t  
n eed s r eser v a t i o n

R S V P  si g n a l i n g  u ses 
sa m e I P  r o u t e a s t h e 
d a t a  st r ea m  t h a t  
n eed s r eser v a t i o n

4 04 0

4 04 0
00

00

L eg en d :
=  k b p s 

r em a i n i n g  i n  R S V P  
b a n d w i d t h  p o o l

L eg en d :
=  k b p s 

r em a i n i n g  i n  R S V P  
b a n d w i d t h  p o o l

5 65 6

R S V P -u n a w a r e r o u t er s 
i g n o r e a n d  f o r w a r d  a l l  

R S V P  m essa g es
R S V P -u n a w a r e r o u t er s 
i g n o r e a n d  f o r w a r d  a l l  

R S V P  m essa g es
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U nders tanding R SV P
P AT H  and R E SV  fl o w

1 0 .1 0 .1 0 .1 01 0 .1 0 .1 0 .1 0 1 0 .2 0 .2 0 .2 01 0 .2 0 .2 0 .2 0 1 0 .3 0 .3 0 .3 01 0 .3 0 .3 0 .3 0 1 0 .4 0 .4 0 .4 01 0 .4 0 .4 0 .4 0 1 0 .5 0 .5 0 .5 01 0 .5 0 .5 0 .5 0 1 0 .6 0 .6 0 .6 01 0 .6 0 .6 0 .6 0

P A T H
D e s tD e s t :  1 0 .6 0 .6 0 .6 0:  1 0 .6 0 .6 0 .6 0
P  H o p :  1 0 .1 0 .1 0 .1 0P  H o p :  1 0 .1 0 .1 0 .1 0 P A T H

D e s tD e s t :  1 0 .6 0 .6 0 .6 0:  1 0 .6 0 .6 0 .6 0
P  H o p :  1 0 .2 0 .2 0 .2 0P  H o p :  1 0 .2 0 .2 0 .2 0 P A T H

D e s tD e s t :  1 0 .6 0 .6 0 .6 0:  1 0 .6 0 .6 0 .6 0
P  H o p :  1 0 .3 0 .3 0 .3 0P  H o p :  1 0 .3 0 .3 0 .3 0

P A T H
D e s tD e s t :  1 0 .6 0 .6 0 .6 0:  1 0 .6 0 .6 0 .6 0
P  H o p :  1 0 .3 0 .3 0 .3 0P  H o p :  1 0 .3 0 .3 0 .3 0 P A T H

D e s tD e s t :  1 0 .6 0 .6 0 .6 0:  1 0 .6 0 .6 0 .6 0
P  H o p :  1 0 .5 0 .5 0 .5 0P  H o p :  1 0 .5 0 .5 0 .5 0

P  H o p  =  P  H o p  =  
1 0 . 1 0 . 1 0 . 1 01 0 . 1 0 . 1 0 . 1 0

P  H o p  =  P  H o p  =  
1 0 . 2 0 . 2 0 . 2 01 0 . 2 0 . 2 0 . 2 0

P  H o p  =  P  H o p  =  
1 0 . 3 0 . 3 0 . 3 01 0 . 3 0 . 3 0 . 3 0

RE S V
D e s tD e s t :  1 0 .5 0 .5 0 .5 0:  1 0 .5 0 .5 0 .5 0
N  H o p :  1 0 .6 0 .6 0 .6 0N  H o p :  1 0 .6 0 .6 0 .6 0RE S V

D e s tD e s t :  1 0 .3 0 .3 0 .3 0:  1 0 .3 0 .3 0 .3 0
N  H o p :  1 0 .5 0 .5 0 .5 0N  H o p :  1 0 .5 0 .5 0 .5 0

RE S V
D e s tD e s t :  1 0 .3 0 .3 0 .3 0:  1 0 .3 0 .3 0 .3 0
N  H o p :  1 0 .5 0 .5 0 .5 0N  H o p :  1 0 .5 0 .5 0 .5 0RE S V

D e s tD e s t :  1 0 .2 0 .2 0 .2 0:  1 0 .2 0 .2 0 .2 0
N  H o p :  1 0 .3 0 .3 0 .3 0N  H o p :  1 0 .3 0 .3 0 .3 0RE S V

D e s tD e s t :  1 0 .1 0 .1 0 .1 0:  1 0 .1 0 .1 0 .1 0
N  H o p :  1 0 .2 0 .2 0 .2 0N  H o p :  1 0 .2 0 .2 0 .2 0

R S V PR S V P --a w a r ea w a r e
R o u t erR o u t er R S V PR S V P --a w a r ea w a r e

R o u t erR o u t er R S V PR S V P --a w a r ea w a r e
R o u t erR o u t erR S V PR S V P -- u n a w a r eu n a w a r e

R o u t erR o u t erR S V PR S V P
S en d erS en d er R S V PR S V P

R ec ei v erR ec ei v er

P  H o p  =  P  H o p  =  
1 0 . 5 0 . 5 0 . 5 01 0 . 5 0 . 5 0 . 5 0

L eg en dL eg en d :        =  R S V P  p r o c essi n g  o c c u r s      | |               =  B a n d w i d t:        =  R S V P  p r o c essi n g  o c c u r s      | |               =  B a n d w i d t h  r eser v ed  o n  i n t er f a c eh  r eser v ed  o n  i n t er f a c e

O KO KO KO KO KO K

O KO K
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U nders tanding R SV P  – Interf a c e Q u eu i ng

““ Usable
Usable ”” Bandwidth (75%)    

Bandwidth (75%)    
Reserved

Total Link Bandwidth
Total Link Bandwidth

0%0%

2 5 %2 5 %

5 0%5 0%

7 5 %7 5 %

1 00%1 00%

L ow
D ata

M e d
D a t a

H ig h
D a t a

Priority  Priority  

S c a v en g er

BW Assigned to 
BW Assigned to Classes

Classes

C a l l s a r e a d m i t t ed /  
r ej ec t ed  b a sed  o n  ‘i p
r sv p b a n d w i d t h ’

C a l l s a r e a d m i t t ed /  
r ej ec t ed  b a sed  o n  ‘i p
r sv p b a n d w i d t h ’

P Q / C B W F Q  q u eu e 
en t r a n c e c r i t er i a  
c o n t r o l l ed  b y  

c l a sses/ q u eu es b a sed  
o n  c l a ss m a p s,  p o l i c y 
m a p s a n d  ser v i c e 

p o l i c i es,  a s d o n e t o d a y

P Q / C B W F Q  q u eu e 
en t r a n c e c r i t er i a  
c o n t r o l l ed  b y  

c l a sses/ q u eu es b a sed  
o n  c l a ss m a p s,  p o l i c y 
m a p s a n d  ser v i c e 

p o l i c i es,  a s d o n e t o d a y

R S V P  p o o l  i s 
f u r t h er  su b -
d i v i d ed  u si n g  

R S V P  a p p l i c a t i o n  
I D ,  set  b y 

r eq u est er a n d  
si g n a l ed  b y R S V P  

a g en t s

R S V P  p o o l  i s 
f u r t h er  su b -
d i v i d ed  u si n g  

R S V P  a p p l i c a t i o n  
I D ,  set  b y 

r eq u est er a n d  
si g n a l ed  b y R S V P  

a g en t s

AppID
AppID
Video
Video

AppID
AppID
Voice
Voice ipip rsvp

rsvp
bandwidth
bandwidth
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IntServ M o del  ( C o nt. )
Benefits:
• Ex p l ic it reso u rc e a d missio n c o ntro l  (end  to  end )
• F a irl y a u to ma tic —o nl y need  to  p ro v isio n R SV P  b a nd w id th  o n th e 
interf a c e
• Signa l ing o f  d yna mic  p o rt nu mb ers (f o r ex a mp l e,  H . 3 2 3 )

D r a w b a c k s:
• C o ntinu o u s signa l ing b ec a u se o f  sta tef u l a rc h itec tu re
• F l o w -b a sed a p p ro a c h  no t sc a l a b l e to  l a rge imp l ementa tio ns su c h  
a s th e p u b l ic  I nternet (c a n b e ma d e mo re sc a l a b l e w h en c o mb ined  
w ith  el ements o f  th e D if f Serv M o d el )
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Ints erv o ver Diffs erv:  R F C 2 9 9 8
� F ra mew o rk  d esc rib ing h o w  to  
a c h iev e end -to -end  I ntserv  in th e 
p resenc e o f  D if f serv  c l o u d s 
(“regio ns”)

� D if f serv  regio ns v iew ed  a s 
el ements in a  l a rger I ntserv  
netw o rk

� M a p p ing o f  R SV P  f l o w s o nto  
P H B s

� K ey to  sc a l ing R SV P  b o th  in 
Enterp rise a nd  SP

� D if f erent o p tio ns f o r a d missio n 
c o ntro l

S e r v e r

P B X
S e r v e r

Di
ffs

er
v

In
ts
er
v
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IntServ/ DiffServ Integratio n

R S V P  
I n s t a l l e d  o n  
I n t e r f a c e

R S V P  I n s t a l l e d  O n l y  t o  
D o  Ad m i s s i o n  Co n t r o l

CBW F Q  P e r f o r m s  
Cl a s s i f i c a t i o n ,  P o l i c i n g  
a n d  S c h e d u l i n g Co r e  R o u t e r s  

O p e r a t e  i n  a  
D i f f S e r v  D o m a i n

R S V P  I n s t a l l e d  o n  
I n t e r f a c e

I ntS e r v I ntS e r vD if f S e r v
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M P L S and Diffs erv – R F C 3 2 7 0

IP data IP h dr

D S C P  ( R F C 2 4 7 4 )

C l a s s  S e l e c t o r  C o d e
P o i n t s  ( R F C 2 4 7 4 )

LSB

7654321
M SB

0
LSB

7654321
M SB

0

DS

D S  F i e l d

E L S R
I P  d a t a M P L S  L a b e lIP h dr DS

I P  P a c k e t
M P L S  L a b e l l e d  P a c k e t

Time to liveSL a b el E X P

M P L S  L a b e l

M P L S  D o m a i n

I P  P a c k e t

V a l u e s  c o p i e d  b y  d e f a u l t  i n  
C i s c o  I O S
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W h at Are th e Q o S Im p l ic atio ns  o f 
M P L S V P N s ?
Enterprises Must Co-Ma na g e Q oS  
w ith  T h eir MP L S  V P N  S erv ic e 
P rov id ers;  T h eir P ol ic ies Must B e 
B oth  Consistent a nd  Com pl em enta ry

757575

B ottom  L ine:
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M P L S V P N  Q o S Des ign
Enterprise CE Ed g e D esig n Consid era tions

� S erv ic e l ev el  a g reem ents
� Enterprise-to-S P  m a pping  c onsid era tions

V oi c e  a nd  v i d e o w i th i n a  c l a s s ?
C a l l -s i g na l i ng  i nto th e  S P  p ri ori ty  c l a s s ?
M i x i ng  T C P  w i th  U D P  w i th i n a  c l a s s ?
M a rk i ng / re m a rk i ng  ( h ow  a nd  w h e re ? )

� MP L S  D if f S erv  tunnel ing  m od e used  b y  S P
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CPN IP Multiservice VPN Service Providers
S erv ic e-L ev el  A g reem ents

S e r v ice  P r ov id e r
En t e r p r i s e
Ca m p u s

M ax im u m  O ne -W ay
S P  S e r v ice -L e v e ls
L ate ncy  ≤ 60 m s
J itte r  ≤ 20 m s
L os s  ≤ 0. 5%

En t e r p r i s e
R e m o t e -Br a n c h

M ax im u m  O ne -W ay  S e r v ice -L e v e ls
L ate ncy  ≤ 150   m s / J itte r  ≤ 30   m s / L os s  ≤ 1%
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M P L S V P N  Q o S Des ign
W h ere Q oS  I s R eq uired  in MP L S  V P N  A rc h itec tures?

CE R o u t e r

M P L S  V P N

P E R o u t e r

P  R o u t e r s

CE R o u t e rP E R o u t e r

R e q u i r e d
O p t i o n a l

CE-t o -P E Q u e u i n g / S h a p i n g / R e m a r k i n g / L F I

P E I n g r e s s  P o l i c i n g  a n d  R e m a r k i n g

P E-t o -CE Q u e u i n g / S h a p i n g / L F I

O p t i o n a l :  Co r e  D i f f S e r v  o r  M P L S  T E P o l i c i e s
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SP  M anaged M P L S Servic es

E n t er p r i se N et w o r k  P r o v i d er  N et w o r k  

E n t er p r i se T r u st  
B o u n d a r y

P r o v i d er  C l a ss S t r u c t u r e:
• C l a ss 1   [ D S C P  A ]
• C l a ss 2   [ D S C P  C ]
• C l a ss 3   [ D S C P  D ]
• C l a ss 4    [ D S C P  E ]

P r o v i d er  T r u st  
B o u n d a r y

E n t er p r i se C l a ss S t r u c t u r e:
• C l a ss 1   [ D S C P  A ]
• C l a ss 2   [ D S C P  B ]
.
.
.
• C l a ss n    [ D S C P  F ]

E n t e r p r i s e  c u s t o m e r s  m a y  n e e d  t o  r e -m a r k  t r a f f i c  p r i o r  t o  f o r w a r d i n g  t o  t h e  M P L S  p r o v i d e r .  T h i s  
e n s u r e s  m a r k i n g s  c o n f o r m  t o  t h e  a d m i s s i o n  c r i t e r i a  d e f i n e d  b y  t h e  p r o v i d e r ,  a l l o w i n g  t r a f f i c  t o  
b e  s e r v i c e d  b y  t h e  a p p r o p r i a t e  q u e u e  w i t h i n  t h e  p r o v i d e r  n e t w o r k .  T h e  s a m e  c o n c e p t  a p p l i e s  t o  
t r a f f i c  i n g r e s s i n g  t h e  e n t e r p r i s e  n e t w o r k  f r o m  t h e  p r o v i d e r  c l o u d .  C e r t a i n  a p p l i c a t i o n s  m a y  n e e d  
t o  b e  r e -m a r k e d  t o  e n s u r e  t h e  e n t e r p r i s e  Q o S  s t r a t e g y  i s  p r o p e r l y  a p p l i e d .

* * * N o t e :  S i n c e  Q o S  i s  p r e f o r m e d  o n  a  h o p  b y  h o p  b a s i s ,  t h e  e g r e s s  s c h e d u l i n g  p o l i c y  o n  t h e  C E  d e v i c e  
d o e s  n o t  n e e d  t o  c o r r e s p o n d  t o  t h e  n u m b e r  o f  c l a s s e s  t h e  s e r v i c e p r o v i d e r  i s  o f f e r i n g . T h e  e g r e s s  p o l i c y  
o n  a n  e n t e r p r i s e  m a n a g e d  C E  r o u t e r  c a n  b e  m o r e  g r a n u l a r ,  d e f i n i n g  s p e c i f i c  m i n i m u m  b a n d w i d t h  
a l l o c a t i o n s  f o r  a p p l i c a t i o n s  w h e r e  n e c e s s a r y . H o w e v e r ,  m a r k i n g s  m u s t  c o n t i n u e  t o  c o n f o r m  t o  p r o v i d e r  
s p e c i f i c a t i o n s .
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E nterp ris e-to -Servic e P ro vider M ap p ing
T h ree-Cl a ss S P  Mod el :  R em a rk ing  D ia g ra m

N e t w or k  M a n a g e m e n t

Ca l l  S ig n a l in g

S t r e a m in g  V id e o

T r a n sa ct ion a l  D a t a

I n t e r a ct iv e -V id e o
V oice

E n t e r p r ise
A p p l ica t ion

B u l k  D a t a

A F 2 1  � CS 3
CS 3  � CS 5

CS 4
A F 4 1  � CS 5

E F

CS 2  � CS 3
A F 1 1

S ca v e n g e r CS 1
B e st  E f f or t 0

R ou t in g CS 6

M ission -Cr it ica l  D a t a A F 3 1

D S CP

S P -R e a l  T im e
3 5 %

S P -Cr it ica l
4 0%

S P -B e st  E f f or t
2 5 %

P E  Cl a sse s

E F
CS 5

CS 6
A F 3 1

CS 3

X

X
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M P L S DiffServ T u nnel ing M o des
W h a t D if f erenc e D oes I t Ma k e?

CE1 P E1

Uniform

P ip e
S h ort  
P ip e

I PI P I P / M P L S P E2 CE2
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M P L S U nifo rm  M o de DiffServ T u nnel ing
U nif orm  Mod e O pera tion

D i r e c t i o n  o f  P a c k e t  F l o w

CE R o u t e r M P L S  V P NP E R o u t e r

P  R o u t e r s

CE R o u t e rP E R o u t e r

As s u m e  a  P o l i c e r  R e m a r k s  O u t -o f -Co n t r a c t  
T r a f f i c ’s  T o p -M o s t  L a b e l  t o  M P L S  EX P  0 H e r e

I P P 3/ D S CP  AF 31
P a c k e t  I n i t i a l l y
M a r k e d  t o  I P P 3/
D S CP  AF 31

M P L S  EX P  3
M P L S  EX P  3

I P P 3/ D S CP  AF 31
By  D e f a u l t  I P P  
V a l u e s  W i l l  Be  
Co p i e d  t o  M P L S
EX P  L a b e l s

M P L S  EX P  3
M P L S  EX P  0

I P P 3/ D S CP  AF 31
T o p -M o s t  L a b e l  I s
M a r k e d  d o w n  b y  
a  P o l i c e r

M P L S  EX P  0
I P P 3/ D S CP  AF 31
T o p -M o s t  L a b e l  I s  
P o p p e d ,  a n d  EX P  
V a l u e  I s  Co p i e d  
t o  U n d e r l y i n g
L a b e l

I P P 0/ D S CP  0
M P L S  EX P  V a l u e
I s  Co p i e d  t o  
I P  T o S  By t e  

S h a d e d  A r e a  R e p r e se n t s Cu st om e r / P r ov id e r  D if f S e r v  D om a in
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M P L S U nifo rm  M o de DiffServ T u nnel ing
R em a rk ing  Consid era tions

I ng r e s s  M ar k ing  f r om  L AN

CE R o u t e r

I ng r e s s  R e m ar k ing  f r om  M P L S  V P N

M P L S  V P N

Enterprise Customers May Need to Remark on 
I ng ress f rom T h eir MP L S  V P N S P  to Restore 
D if f S erv  Marking s T h at May H av e B een 
Ch ang ed in T ransit T h roug h  th e Cl oud
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M P L S P ip e M o de DiffServ T u nnel ing
P ipe Mod e O pera tion

I P P 3/ D S CP  AF 31
M P L S  EX P  4
M P L S  EX P  4

I P P 3/ D S CP  AF 31

M P L S  EX P  4
I P P 3/ D S CP  AF 31

I P P 3/ D S CP  AF 31
P a c k e t  I n i t i a l l y
M a r k e d  t o  I P P 3/
D S CP  AF 31

M P L S  EX P  V a l u e s
Ar e  S e t  I n d e p e n d e n t l y
f r o m  I P P / D S CP  V a l u e s

T o p -M o s t  L a b e l  I s  
M a r k e d  d o w n  b y  
a  P o l i c e r

N o  P e n u l t i m a t e  
H o p  P o p p i n g  
( P H P )

O r i g i n a l  Cu s t o m e r -
M a r k e d  I P  T o S
V a l u e s  Ar e  
P r e s e r v e d  

P E Ed g e  ( t o  CE)
P o l i c i e s  Ar e  Ba s e d  o n  
P r o v i d e r  M a r k i n g s

As s u m e  a  P o l i c e r  R e m a r k s  
O u t -o f -Co n t r a c t  T r a f f i c ’s  T o p -
M o s t  L a b e l  t o  M P L S  EX P  0 H e r e

M P L S  EX P  4
M P L S  EX P  0

I P P 3/ D S CP  AF 31

M P L S  EX P  0

CE R o u t e r

CE R o u t e r

P  R o u t e r s

S h a d e d  A r e a  R e p r e se n t s P r ov id e r  D if f S e r v  D om a in

M P L S  V P N

U n s h a d e d  Ar e a s
R e p r e s e n t  Cu s t o m e r
D i f f S e r v  D o m a i n

D i r e c t i o n  o f  P a c k e t  F l o w

P E R o u t e r

P E R o u t e r
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Q o S Dec o m p o s ed:
T h e  C o m p o n e n t s  o f  t h e  Q o S T o o l k i t

�

� T h e Q O S  b uil d ing  b l oc k s
C l a s s i f i c a ti on
P ol i c i ng  a nd  M e te ri ng
Q u e u i ng  a nd  s c h e d u l i ng
D rop p i ng
S h a p i ng

� I P  Q O S  A rc h itec tures
� T y pic a l  R outer Q O S  im pl em enta tions in pra c tic e



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 86

H o w  Is  Q o S O p tim al l y  Dep l o y ed?
1 . S tra teg ic a l l y  d ef ine th e b usiness ob j ec tiv es to 
b e a c h iev ed  v ia  Q oS

2 . A na l y z e th e serv ic e-l ev el  req uirem ents of  th e 
v a rious tra f f ic  c l a sses to b e prov isioned  f or

3 . D esig n a nd  test th e Q oS  pol ic ies prior to 
prod uc tion-netw ork  rol l out

4 . R ol l -out th e tested  Q oS  d esig ns to 
th e prod uc tion-netw ork  in ph a ses,  
d uring  sc h ed ul ed  d ow ntim e

5 . Monitor serv ic e l ev el s to ensure 
th a t th e Q oS  ob j ec tiv es a re b eing  m et
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A successful QoS deployment 
i ncludes th r ee k ey ph a ses:
1 ) S t r a t e g i c a l l y  d e f i n i n g  t h e  b u s i n e s s  
o b j e c t i v e s  t o  b e  a c h i e v e d  v i a  Q o S
2 ) A n a l y z i n g  t h e  s e r v i c e -l e v e l  r e q u i r e m e n t s  
o f  t h e  t r a f f i c  c l a s s e s
3 ) D e s i g n i n g  a n d  t e s t i n g  Q o S  p o l i c i e s

B u s i n e s s  Q o S  o b j e c t i v e s  n e e d  t o  b e  d e f i n e d :
• I s  t h e  o b j e c t i v e  t o  e n a b l e  V o I P  o n l y ,  o r  i s  v i d e o  a l s o  
r e q u i r e d ?  

• I f  s o ,  i s  v i d e o -c o n f e r e n c i n g  r e q u i r e d   s t r e a m i n g  v i d e o  o r  
b o t h ?

• A r e  t h e r e  a p p l i c a t i o n s  t h a t  c o n s i d e r e d  m i s s i o n -c r i t i c a l ?  I f  
s o ,  w h a t  a r e  t h e y ?  

• D o e s  t h e  o r g a n i z a t i o n  w i s h  t o  s q u e l c h  c e r t a i n  t y p e s  o f  
t r a f f i c ?  I f  s o ,  w h a t  a r e  t h e y ?

• D o e s  t h e  b u s i n e s s  w a n t  t o  u s e  Q o S  t o o l s  t o  m i t i g a t e  
D o S / w o r m  a t t a c k s ?

• H o w  m a n y  c l a s s e s  o f  s e r v i c e  a r e  n e e d e d  t o  m e e t  t h e  
b u s i n e s s  o b j e c t i v e s ?

B e c a u s e  Q o S  i n t r o d u c e s  a  s y s t e m  o f  m a n a g e d  
u n f a i r n e s s ,  m o s t  Q o S  d e p l o y m e n t s  i n e v i t a b l y  e n t a i l  
p o l i t i c a l  a n d  o r g a n i z a t i o n a l  r e p e r c u s s i o n s  w h e n  
i m p l e m e n t e d .  
T o  m i n i m i z e  t h e  e f f e c t s  o f  t h e s e  n o n -t e c h n i c a l  
o b s t a c l e s  t o  d e p l o y m e n t ,  a d d r e s s  t h e s e  p o l i t i c a l  a n d  
o r g a n i z a t i o n a l  i s s u e s  a s  e a r l y  a s  p o s s i b l e ,  g a r n i s h i n g  
e x e c u t i v e  e n d o r s e m e n t  w h e n e v e r  p o s s i b l e .

C l a s s i f y ,  m a r k ,  a n d  p o l i c e  a s  c l o s e  t o  t h e  t r a f f i c -s o u r c e s  a s  
p o s s i b l e ;  f o l l o w  D i f f e r e n t i a t e d -S e r v i c e s  s t a n d a r d s ,  s u c h  a s  
R F C  2 4 74 ,  2 4 75,  2 59 7,  2 6 9 8 ,  a n d  3 2 4 6 .

P r o v i s i o n  q u e u i n g  i n  a  c o n s i s t e n t  m a n n e r  
( a c c o r d i n g  t o  p l a t f o r m  c a p a b i l i t i e s ) .

� No “on e -s i z e  f i t s  a l l ”
� S m oot h / B u r s t y
� B e n i g n / G r e e d y
� T C P  R e t r a n s m i t s /    
U D P  d oe s  n ot

D a ta

� U n p r e d i c t a b l e  F l ow s
� D r op  +  D e l a y  S e n s i t i v e
� U D P  P r i or i t y
� 1 5 0 m s  on e -w a y  d e l a y
� 3 0 m s  j i t t e r
� 1 % l os s
� O v e r p r ov i s i on  s t r e a m  b y  
2 0% t o a c c ou n t  f or  
h e a d e r s  +  b u r s t s

V i deo

� P r e d i c a b l e  F l ow s
� D r op  +  D e l a y  S e n s i t i v e
� U D P  P r i or i t y
� 1 5 0 m s  on e -w a y  d e l a y
� 3 0 m s  j i t t e r
� 1 % l os s
� 1 7  k b p s -1 06  k b p s  V oI P  
+  C a l l -S i g n a l i n g

V oi ce

V oi c e

S c a v e n g e r

B e s t  E f f or t

B u l k

S t r e a m i n g -V i d e o 

M i s s i on -C r i t i c a l

R ou t i n g

I n t e r a c t i v e -
V i d e o 

C a l l -S i g n a l i n gNe t  M g m t
T r a n s a c t i on a l

R e a l -t i m e    
≤ 3 3 %

C r i t i c a l  D a t a

B e s t  E f f or t
≥ 2 5 %

T h o r o u g h l y  t e s t  Q o S  p o l i c i e s  p r i o r  t o  
p r o d u c t i o n -n e t w o r k  d e p l o y m e n t .

D S C PP H B

00B e s t  E f f or t
8C S 1S c a v e n g e r
1 0A F 1 1B u l k  D a t a
1 6C S 2Ne t w or k  M g m t
1 8A F 2 1T r a n s a c t i on a l  D a t a
2 4C S 3C a l l -S i g n a l i n g
2 6A F 3 1M i s s i on  C r i t i c a l
3 2C S 4S t r e a m i n g  V i d e o
3 4A F 4 1I n t e r a c t i v e  V i d e o
4 6E FV oi c e
4 8C S 6R ou t i n g

L 3  C l a s s i f i c a t i onA p p l i c a t i on

1) S t r a t e g i c a l l y  d e f i n i n g  t h e  b u s i n e s s  
o b j e c t i v e s  t o  b e  a c h i e v e d  b y  Q o S

2 ) A n a l y z e  t h e  a p p l i c a t i o n  
s e r v i c e -l e v e l  r e q u i r e m e n t s . 3) Design and test the QoS Policies. 

Q o S Is  P o w erfu l  … b u t C o m p l ex  
B est P ra c tic es ( Cisc o S R N D )
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E nab l ing Q o S
T ra f f ic  P rof il es a nd  R eq uirem ents

� Latency ≤ 1 5 0  m s
� J i tter  ≤ 3 0  m s
� Lo s s  ≤ 1 %
O ne-W ay R eq u i r em ents

� S m o o th
� B eni g n
� D r o p  s ens i ti v e
� D el ay s ens i ti v e
� U D P  p r i o r i ty

V oice

B and w id th  pe r  C all
D e pe nd s  on C od e c,
S am pling -R ate ,  
and  L ay e r  2 M e d ia

� B u r s ty
� G r eed y
� D r o p  s ens i ti v e
� D el ay s ens i ti v e
� U D P  p r i o r i ty

V id e o-C onf

� Latency ≤ 1 5 0  m s
� J i tter  ≤ 3 0  m s
� Lo s s  ≤ 1 %
O ne-W ay R eq u i r em ents

I P / V C  h as  th e  S am e
R e q u ir e m e nts  as  
V oI P ,  b u t H as
R ad ically  D if f e r e nt 
T r af f ic P atte r ns  
( B W  V ar ie s  G r e atly )

� S m o o th / b u r s ty
� B eni g n/ g r eed y
� D r o p  i ns ens i ti v e
� D el ay i ns ens i ti v e
� T C P  r etr ans m i ts

D ata

D ata C l as s es :
M i s s i o n-C r i ti cal  A p p s
T r ans acti o nal / I nter acti v e A p p s
B u l k  D ata A p p s
B es t E f f o r t A p p s  ( D ef au l t)

T r af f ic patte r ns  f or  
D ata V ar y  Am ong  
Applications
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G . 7 2 9 A :  2 5  m s

CO D E C

V a r ia b l e
( Ca n  Be  R e d u c e d
U s i n g  L L Q )

Q u e u in g

V a r ia b l e
( Ca n  Be  R e d u c e d
U s i n g  L F I )

S e r ia l iz a t ion

6 . 3  µs/ K m  +
N e t w or k  D e l a y

( V a r i a b l e )

P r op a g a t ion
a n d  N e t w or k

2 0–5 0 m s

J it t e r  B u f f e r

E nab l ing Q o S
El em ents T h a t A f f ec t End -to-End  D el a y

I P  W A N
Ca m p u s Br a n c h  O f f i c e

Ci s c o
Ca l l M a n a g e r
Cl u s t e r

S R S T
R o u t e r

P S T N

End-t o -End D e l a y  ( S h o u l d B e  <  1 5 0  m s )
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H o w  M any  C l as s es  o f Servic e Do  I N eed?
Example Strategy for Expanding the Number of Classes of Service over T ime

T im e   

4 / 5  Cl a ss M od e l

S ca v e n g e r

Cr it ica l  D a t a

Ca l l  S ig n a l in g

B e st  E f f or t

R e a l t im e

8  Cl a ss M od e l

Cr it ica l  D a t a

V id e o
Ca l l  S ig n a l in g

B e st  E f f or t

V oice

B u l k  D a t a

N e t w or k  Con t r ol

S ca v e n g e r

1 1  Cl a ss M od e l

N e t w or k  M a n a g e m e n t

Ca l l  S ig n a l in g
S t r e a m in g  V id e o

T r a n sa ct ion a l  D a t a

I n t e r a ct iv e -V id e o
V oice

B e st  E f f or t

I P  R ou t in g

M ission -Cr it ica l  D a t a

S ca v e n g e r

B u l k  D a t a
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C l as s ific atio n and M ark ing
Cisc o Ma rk ing  R ec om m end a tions

Application L 3 C las s if ication
D S C PP H BI P P C oS

T r ans actional D ata 18AF 212 2
C all S ig naling 24C S 3*3 3

S tr e am ing  V id e o 32C S 44 4
V id e o C onf e r e ncing 34AF 414 4

V oice 46E F5 5

N e tw or k  M anag e m e nt 16C S 22 2

L 2

B u lk  D ata 10AF 111 1
S cav e ng e r 8C S 11 1
B e s t E f f or t 000 0

R ou ting 48C S 66 6

M is s ion-C r itical D ata 26AF 31*3 3
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Q ueuin g  D esig n  Prin cip les:
W h ere a n d H ow  Sh ould Q ueuin g  B e D on e?
� T h e  onl y  w a y  to p rov i d e  s e rv i c e  g u a ra nte e s i s  to e na b l e  q u e u i ng  a t 
a ny  nod e  th a t h a s  p ote nti a l  f or c ong e s ti on.

R egardless of how  rarely this may occur
� R e s e rv e  a t l e a s t 2 5 %  of  l i nk  b a nd w i d th  f or th e  d e f a u l t B e s t E f f ort 
c l a s s .

� L i m i t th e  a m ou nt of  s tri c t-p ri ori ty  q u e u i ng  to 3 3 %  of  th e  l i nk  c a p a c i ty  
to a l l ow  tra ns p a re nt c onv e rg e nc e  of  v oi c e ,  v i d e o a nd  d a ta .

� W h e ne v e r a  S c a v e ng e r q u e u i ng  c l a s s  i s  e na b l e d ,  i t s h ou l d  b e  
a s s i g ne d  a  m i ni m a l  a m ou nt of  b a nd w i d th .

� T o e ns u re  c ons i s te nt P H B s ,  c onf i g u re  c ons i s te nt/ c om p a ti b l e  e nd -to-
e nd  q u e u i ng  p ol i c i e s ,  a c c ord i ng  to p l a tf orm  c a p a b i l i ti e s .

� E na b l e  W R E D  on a l l  T C P  f l ow s ,  w h e ne v e r s u p p orte d .
P referably D SCP -based W R ED
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C am p u s  and W AN / V P N  Q u eu ing Des ign
Com pa tib l e F our-Cl a ss a nd  El ev en-Cl a ss Q ueuing  Mod el s

V oice  1 8 %

S ca v e n g e r  
1 %

B e st  E f f or t
2 5 %

B u l k    
4 %

S t r e a m in g -V id e o 
1 0%  

M ission -Cr it ica l  D a t a     
7 %

I n t e r n e t w or k -Con t r ol  
5 %

I n t e r a ct iv e  V id e o  
1 5 %

Ca l l -S ig n a l in g  
5 %

N e t w or k  M a n a g e m e n t  
5 %

T r a n sa ct ion a l  D a t a   
5 %

R e al-T im e  
≤ 33%

C r itical D ata 
37 %

B e s t E f f or t
≥ 25%

S c a v e n g e r /  
Bu l k            
5 %
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W AN  E dge B andw idth  Al l o c atio n M o del s  
F iv e-Cl a ss W A N  Ed g e Mod el  Conf ig ura tion Ex a m pl e

class-m ap  m at ch -all V O I C E
m at ch  i p  d scp  e f !  V o i ce  m ar k i n g

class-m ap  m at ch -an y  C A L L -S I G N A L I N G
m at ch  i p  d scp  cs3 !  C all-S i g n ali n g  m ar k i n g

class-m ap  m at ch -an y  C R I T I C A L -D A T A
m at ch  i p  d scp  cs6 !  I P  R o u t i n g  m ar k i n g
m at ch  i p  d scp  af 2 1  af 2 2  af 2 3 !  T r an sact i o n al-D at a m ar k i n g s
m at ch  i p  d scp  cs2 !  N e t w o r k  M an ag e m e n t  m ar k i n g

class-m ap  m at ch -all S C A V E N G E R
m at ch  i p  d scp  cs1 !  S cav e n g e r  m ar k i n g

!
p o li cy -m ap  W A N -E D G E

class V O I C E
p r i o r i t y  p e r ce n t  3 3 !  V o i ce  g e t s 3 3 %  o f  L L Q

class C A L L -S I G N A L I N G
b an d w i d t h  p e r ce n t  5 !  B W  g u ar an t e e  f o r  C all-S i g n ali n g

class C R I T I C A L -D A T A
b an d w i d t h  p e r ce n t  3 6 !  C r i t i cal D at a class g e t s m i n  3 6 %  B W
r an d o m -d e t e ct  d scp -b ase d !  E n ab le s D S C P -W R E D  f o r  C r i t i cal-D at a class

class S C A V E N G E R
b an d w i d t h  p e r ce n t  1 !  S cav e n g e r  class i s t h r o t t le d

class class-d e f au lt
b an d w i d t h  p e r ce n t  2 5 !  D e f au lt  class g e t s a 2 5 %  B W  g u ar an t e e
r an d o m -d e t e ct !  E n ab le s W R E D  f o r  class-d e f au lt

!
i n t e r f a c e  < interface>
m ax -r e se r v e d -b an d w i d t h  1 0 0 !  O v e r r i d e s t h e  d e f au lt  7 5 %  B W  li m i t
se r v i ce -p o li cy  o u t p u t  W A N -E D G E !  A t t ach e s t h e  M Q C  p o li cy  t o  t h e  i n t e r f ace
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T y p ic al  C E  /  C P E  u p s tream  egres s  Q O S 
im p l em entatio n +  s u b  rate s h ap ing

� O rdering of actions:
1 . C la ssi fi ca ti on
2 . P oli ci ng  /  M a r k i ng
3 . D r oppi ng :   T a i l D r op /  W R E D
4 . Sch eduli ng  /  sh a pi ng

Link
Link F I F O

B

R

P o l i c e r

B

R

P o l i c e r W RE D

RE D

C l a s s i f i e r S c h e d u l e r

S t r i c t  p r i o r i t y  q u e u e

W e i g h t e d  q u e u e

W e i g h t e d  q u e u e

T a i l  D r o p

B

R

S h a p e r

1 2 3 4
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R o u nd  T r i p
T i m e

N etw o r k
J i tter

D i s t.  o f
S tats C o nnecti v i tyP ack et

Lo s s

F T P D N S D H C P T C PJ i tter I C M P U D PD LS W H T T P

N etw o r k
P er f o r m ance
M o ni to r i ng

S er v i ce Lev el  
A g r eem ent

( S LA )
M o ni to r i ng

N etw o r k
A s s es s m ent

M P LS
M o ni to r i ng

V o I P  
M o ni to r i ngA v ai l ab i l i ty T r o u b l e

S h o o ti ng

P r otocols

M ea sur ement M etr i cs

Appli ca ti ons

I P  S er v er

M I B  D ata
A cti v e G ener ated  T r af f i c D es ti nati o nS o u r ce

D ef i ned  P ack et S i z e,
S p aci ng  C O S  and  P r o to co l

I P  S er v er

R es p o nd er

LD P H . 3 2 3 S I P R T P

I P S L A
C i s c o  I O S .

I P S L A
C i s c o  I O S . I P S L A

M eas u rem ent T ec h no l o gy :  IP  SL As

R ad i u s V i d eo

C i s c o  I O S .
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Internetw o rk  P erfo rm anc e M o nito r
� U s e r Inte rf a c e  to 
c onf i g u re  th e  s y nth e ti c  
te s t tra f f i c  s e nt b y  th e  IO S  
IP  S L A s

� IP M  c a n re tri e v e ,  a na l y z e ,  
d i s p l a y  a nd  s tore  th e  re a l -
ti m e  s ta ti s ti c  f rom  IP  S L A s

P r ov i des r ea l-ti me &  
h i stor i ca l r epor t 
V a li da tes a nd mea sur es 
T C P ,   U D P ,  H T T P ,  V oI P ,  
D N S,  I C M P  w i th  QoS 
a w a r eness

� IP M  p rov i d e s  p roa c ti v e  
noti f i c a ti on of  e x c e e d e d  
th re s h ol d s



© 2 0 0 7  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lP r e s e n t a t i o n _ I D 10 4

IP  SL As  and IP M
IP  S L A s  J i tte r B E

R esponse 2 0 0 –4 0 0 ms
Excessive P ack et L oss

IP  S L A s  J i tte r A F 4

R esponse 2 0 –3 0 ms
No P ack et L oss
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h ttp : / / w w w . i etf . o r g / r f c/ r f c2 6 9 8 . tx t

� R F C 3 2 4 6  “A n Expedited F orw arding P H B  ( P er-H op B ehavior) ”
h ttp : / / w w w . i etf . o r g / r f c/ r f c3 2 4 6 . tx t

� Configuration G uidelines for D iffServ Service Classes
h ttp : / / w w w . i etf . o r g / i nter net-d r af ts / d r af t-i etf -ts v w g -d i f f s er v -s er v i ce-cl as s es -0 2 . tx t
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R eferenc e M aterial s
Cisc o I O S  Q oS  D oc um enta tion
� Classification T ools

h ttp : / / w w w . ci s co . co m / en/ U S / p r o d u cts / p s 6 3 5 0 / p r o d u cts _ co nf i g u r ati o n_ g u i d e_ ch ap ter 0 9 1
8 6 a0 0 8 0 0 b 7 5 a9 . h tm l

� Congestion M anagement ( Q ueuing)  T ools
h ttp : / / w w w . ci s co . co m / en/ U S / p r o d u cts / p s 6 3 5 0 / p r o d u cts _ co nf i g u r ati o n_ g u i d e_ ch ap ter 0 9 1
8 6 a0 0 8 0 0 b 7 5 a9 . h tm l

� Congestion A voidance ( Selective D ropping)  T ools
h ttp : / / w w w . ci s co . co m / en/ U S / p r o d u cts / p s 6 3 5 0 / p r o d u cts _ co nf i g u r ati o n_ g u i d e_ ch ap ter 0 9 1
8 6 a0 0 8 0 0 c5 d 4 1 . h tm l

� P olicing and Shaping T ools
h ttp : / / w w w . ci s co . co m / en/ U S / p r o d u cts / p s 6 3 5 0 / p r o d u cts _ co nf i g u r ati o n_ g u i d e_ ch ap ter 0 9 1
8 6 a0 0 8 0 4 6 5 b 2 5 . h tm l

� L ink -Specific T ools
h ttp : / / w w w . ci s co . co m / en/ U S / p r o d u cts / p s 6 3 5 0 / p r o d u cts _ co nf i g u r ati o n_ g u i d e_ ch ap ter 0 9 1
8 6 a0 0 8 0 4 4 2 ed d . h tm l

� M odular Q oS CL I  ( M Q C)  Syntax
h ttp : / / w w w . ci s co . co m / en/ U S / p r o d u cts / p s 6 3 5 0 / p r o d u cts _ co nf i g u r ati o n_ g u i d e_ ch ap ter 0 9 1
8 6 a0 0 8 0 4 8 d b 6 b _ 4 co ntai ner _ ccm i g r ati o n_ 0 9 1 8 6 a0 0 8 0 4 3 5 d 5 0 . h tm l
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R eferenc e M aterial s
Cisc o A utoQ oS  D oc um enta tion
� AutoQoS V oI P  for  th e C i sco C a ta lyst 2 9 5 0

h t t p : / / w w w . c i s c o . c o m / u n i v e r c d / c c / t d / d o c / p r o d u c t / l a n / c a t 2 9 5 0 / 1 2 1 2 0 e a 2 / 2 9 5 0 s c g / s w q o s . h t m # w p 1 1 2 5 4 1 2
� AutoQoS V oI P  for  th e C i sco C a ta lyst 2 9 7 0

h t t p : / / w w w . c i s c o . c o m / u n i v e r c d / c c / t d / d o c / p r o d u c t / l a n / c a t 2 9 7 0 / 1 2 2 2 0 s e / 2 9 7 0 s c g / s w q o s . h t m # w p 1 2 3 1 1 1 2
� AutoQoS V oI P  for  th e C i sco C a ta lyst 3 5 5 0

h t t p : / / w w w . c i s c o . c o m / u n i v e r c d / c c / t d / d o c / p r o d u c t / l a n / c 3 5 5 0 / 1 2 1 2 0 e a 2 / 3 5 5 0 s c g / s w q o s . h t m # w p 1 1 8 5 0 6 5
� AutoQoS V oI P  for  th e C i sco C a ta lyst 3 7 5 0

h t t p : / / w w w . c i s c o . c o m / u n i v e r c d / c c / t d / d o c / p r o d u c t / l a n / c a t 3 7 5 0 / 1 2 2 2 0 s e / 3 7 5 0 s c g / s w q o s . h t m # w p 1 2 3 1 1 1 2
� AutoQoS V oI P  for  th e C i sco C a ta lyst 4 5 5 0

h t t p : / / w w w . c i s c o . c o m / u n i v e r c d / c c / t d / d o c / p r o d u c t / l a n / c a t 4 0 0 0 / 1 2 _ 2 _ 1 8 / c o n f i g / q o s . h t m # 1 2 8 1 3 8 0
� AutoQoS V oI P  for  th e C i sco C a ta lyst 6 5 0 0  ( C i sco C a ta lyst O S)

h t t p : / / w w w . c i s c o . c o m / u n i v e r c d / c c / t d / d o c / p r o d u c t / l a n / c a t 6 0 0 0 / s w _ 8 _ 3 / c o n f g _ g d / a u t o q o s . h t m
� AutoQoS V oI P  for  C i sco I O S R outer s ( C i sco I O S 1 2 . 2 ( 1 5 ) T )

h t t p : / / w w w . c i s c o . c o m / u n i v e r c d / c c / t d / d o c / p r o d u c t / s o f t w a r e / i o s 1 2 2 / 1 2 2 n e w f t / 1 2 2 t / 1 2 2 t 1 5 / f t a u t o q 1 . h t m
� AutoQoS E nter pr i se for  C i sco I O S R outer s ( C i sco I O S 1 2 . 3 ( 7 ) T )

h t t p : / / w w w . c i s c o . c o m / u n i v e r c d / c c / t d / d o c / p r o d u c t / s o f t w a r e / i o s 1 2 3 / 1 2 3 n e w f t / 1 2 3 t / 1 2 3 t _ 7 / f t a u t o q 2 . h t m
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A t -a-G l ance 
S u m m ari es
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