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ABSTRACT

Security in underwater networks is a crucial aspect to main-
tain correct network operations, but has only partially been
investigated so far. Most of the applications of an underwater
network are related to military or public safety scenarios,
which should exhibit a high robustness to attacks and fail-
ures in order to avoid disastrous consequences even with
simple Denial-of-Service attacks. The defense mechanisms
and countermeasures are usually tailored to specific types
of attacks. Albeit this procedure allows to obtain very ef-
fective defense mechanisms, it requires the development of
different countermeasures for each possible attack. Another
possible solution is to use reputation systems to identify
the attackers; hence, in this paper we design a trust model
able to tackle a wide range of attacks. The idea of the trust
model is to observe the behavior of the nodes overhearing
the neighbors’ transmissions and use this information in a
subjective logic framework to assign a trust metric to each of
the neighbors. In addition, in order to take into account the
unique characteristics of the underwater acoustic channel,
which alternates periods of high packet loss to periods with
low errors, we include the channel state in the trust model
to avoid to erroneously mark as not trustworthy nodes that
correctly forwarded the packets, but could not be overheard
due to an unreliable channel.
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1 INTRODUCTION AND RELATED
WORKS

In the last twenty years Underwater Acoustic Mobile Ad-Hoc
Networks (UMANETSs) have gained more and more interest
by both industry and the research community, as they en-
able several applications [12], such as coastal monitoring,
tsunami prevention, oil pipeline inspection and diver coor-
dination during complex rescue or maintenance missions.
The underwater acoustic channel is characterized by a long
propagation delay, a narrow bandwidth and a high packet
error rate due to multipath, signal attenuation and environ-
mental acoustic noise [21]. In this scenario, the application of
countermeasures designed for attacks in terrestrial wireless
networks is not possible, due to scarce resources and the
lack of a public key infrastructure and its certification au-
thority. Given the broadcast nature of Underwater acoustic
Sensor Networks (USNs), they are prone to Denial-of-Service
(DoS) attacks, where the malicious node can easily affect the
network performance even without being able to generate
packets according to the network protocol [13]. An under-
water jammer, for instance, can reduce the Packet Delivery
Ratio (PDR) of the surrounding nodes [20], while a replay
attack can be used to fill the nodes queues and saturate the
network [6]. Generic countermeasures can be applied against
these attacks: for instance, a game theory approach can be
used against a jammer in order to maximize the PDR [20],
while a freshness index based on the hash of the packet and
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its generation time can provide a valid defence against all
classes of replay attacks [6]. Conversely, defending against
more sophisticated attacks is much harder and often requires
specific solutions that depend on the protocol stack. For in-
stance, if the malicious node is aware of the protocol stack
and exploits weaknesses of the protocols by transmitting
selected signaling packets, it can cause a DoS without being
detected. Sinkhole [11] and wormhole attacks [26, 27], for
instance, can cause severe performance loss to the network
just transmitting few packets and often requires distributed
countermeasures based on node cooperation [26]. In order to
protect the network, a first solution is to design each of the
protocols keeping in mind that it should be resistant to all
possible attacks [18]. This solution is not always applicable,
because not all possible attacks can be easily foreseen, and
its main drawback is that it requires to apply specific coun-
termeasures for each network protocol. This calls for a more
general solution easily applicable to different protocols and
that allows the security system to scale up when different
attacks are applied.

In this paper we analyze the effect of a reputation-based se-
curity mechanism in a UMANET where each of the nodes in
the network gains trust when it behaves correctly, and is no
longer trusted when it has a bad reputation due to its wrong
behavior. The considered network makes use of the Gossip-
ing in Underwater Acoustic Mobile Ad-hoc Networks plus
(GUWMANET+) network protocol, which realizes medium
access and routing functionalities specifically tailored to
UMANET. The paper focuses on the trust assessment of the
nodes in the network rather than on the action performed
by the network when a malicious node is detected, being
the latter a separate task that can be performed in different
ways, such as ignoring packets incoming from the intruder
and/or localizing the attacker for a physical exclusion, and
is left for future work.

The concept of trust can be applied to different fields, from
economics to sociology, and to communication networks as
well [7]. In terrestrial networks the trustworthiness of a node
can be regulated through certifications released by appointed
authorities. However, this solution is mostly suited for net-
works with an infrastructure (wired or wireless) [10] and
not for terrestrial ad hoc and underwater sensor networks,
where the lack of an infrastructure does not enable the use
of certification authorities. For these types of networks, a
lighter solution, based on reputation built on the observation
of the packets transmitted by the neighboring nodes, is more
appropriate. However, most of the literature is focused on
the analysis of terrestrial networks [3, 16, 19, 25] and only
partially on underwater networks [2, 8]. In addition, in un-
derwater networks a hostile communication environment
and the limited capacity of the nodes make the trust assess-
ment of a node, based on reputation, more challenging. For
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instance, if some packets are not received it is very hard to
understand whether the packet loss is caused by bad chan-
nel conditions or by the presence of some anomalies in the
network, such as the presence of a malicious node.

Most of the reputation systems used in wireless networks
are based on the so-called watchdog mechanism [17, 19], i.e.,
each node overhears and analyzes the packets transmitted
by its neighbors. The overhearing of a packet sent accord-
ing to the networking protocol rules causes the increase of
the reputation of the node that transmitted the packet; con-
versely, if the overheard packet is not transmitted following
the protocol stack or if an expected packet is not transmitted
at all, the reputation of the node involved in the transmission
decreases. The main problem of this system, when applied to
underwater networks, is the variability of the acoustic chan-
nel that can result in long periods of bad channel conditions
making communication and, consequently, the overhearing
of the packets, difficult. Therefore, the lack of overheard
packets by a node may lead to a wrong understanding about
the reputation of the node.

In our model, we propose a trust mechanism based on
subjective logic [14] to consider the observed behavior of
a neighbor in good and bad channel conditions differently.
Subjective logic and channel conditions are also considered
in the trustworthiness model presented in [15], where the
error probability of the channel is assumed to be constant.
We extended this model addressing the nature of the acoustic
channel, where the error probability often changes during
the day, hence modeling the channel with a Hidden Markov
Model (HMM) on top of a non-observable 2-state Markov
Chain (MC) [22].

The rest of the paper is organized as follows: Section 2
describes the trust model implementation into the GUW-
MANET+ protocol. Section 3 presents the simulated scenario
and Section 4 shows the effectiveness of the trust mechanism
in discovering misbehaving nodes. Finally, Section 5 draws
some conclusions.

2 TRUSTWORTHINESS IN THE
GUWMANET+ ROUTING PROTOCOL

In this section, after briefly describing the GUWMANET+

protocol and the Generic Underwater Application Language

(GUWAL) application (Section 2.1), we present details of

the trust model used to identify potential malicious nodes
(Section 2.2).

2.1 GUWMANET protocols

The GUWMANET+ network protocol is designed to transmit
packets generated according to the GUWAL language [9],
in order to minimize the packet transmission overhead and
therefore reduce packet length and packet error probability.
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GUWAL defines an operational address of 6 bits composed
as follows. The first 2 bits are used to identify the group
to which the node belongs, while the last 4 bits are used
to identify the specific node within the group. This address
is not a unique identifier, i.e., the same operational address
can be used by more than one node at the same time in the
same network. The GUWMANET+ protocol is in charge of
routing and medium access functionalities. While the former
is based on flooding, the latter is a random access protocol.
GUWMANET+ defines a network address, called nickname,
that is a 5 bits address unique in the 2-hop neighborhood.

The GUWAL application layer defines 4 packet types that
can be sent: strings, command, data request and data. To
counteract the high error rate that can characterize the
acoustic medium, the GUWMANET+ protocol transmits each
packet 2 or 3 times, unless a node overhears its own packet
transmitted by one of the neighbors. The number of per-
packet transmissions depends on the priority of the packets.
Two priority levels are defined: a low level, which implies one
additional repetition of the periodical packet, and a high pri-
ority level for which two additional repetitions are required
for the event packet.

According to the GUWMANET+ protocol, each node is
required to participate in the routing process by forwarding
each packet not intended for itself, and repeating it the proper
number of times.

2.2 Trust model

The main goal of the trust model presented in this paper is to
discover non-cooperative nodes inside the network, marking
them as not trustworthy. In general, the trust model aims to
detect different types of non-cooperative nodes, as long as
the definitions of CORRECT BEHAVIOR and MISBEHAVIOR
is given. We highlight that in this work we defined a misbe-
havior as the observation by a node of a behavior of a neigh-
bor not compliant with the protocol rules, independently of
whether it happens because of an intentional malicious ac-
tion or because of the impossibility of overhearing the packet
due to bad channel conditions. The trust model only counts
the number of correct behaviors and misbehaviors observed
by a node for one of its neighbors, and distinguishes those
observed with a good channel state from those observed
with a bad channel state, and uses them in a subjective logic
framework. The subjective logic aims to compute an opin-
ion about a neighbor. The opinion is defined as the tuple
o = {b,d, u}, representing belief, disbelief and uncertainty,
where b,d,u € [0,1] and b+d +u = 1. These values are then
used to obtain a binary statement for the trustworthiness.
In this specific scenario with the GUWMANET+ protocol, a
node is behaving correctly if it participates to the forward-
ing process, while a misbehaving node does not forward
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the packets (or at least the forwarding of the packet has not
been overheard by the other nodes) or forwards them too
many times trying to overload the network. The general
trust model is described a follows.

Once a node transmits a packet, generated by itself or
received from a neighbor, it expects all the neighbors, except
for the destination, to forward it the proper number of times
defined by the packet priority. Through the watchdog mech-
anism, the node counts the number of packet repetitions
overheard from each neighbor, and counts a correct behavior
of the node if the overheard number of repetitions is within
the allowed range, or a misbehavior if the node overhears
either no repetitions or more repetitions than the maximum
number allowed for that packet. In addition, the model dis-
tinguishes between correct behaviors in good channel ¢; and
bad channel ¢, and between misbehaviors in good channel
my and bad channel m;,. This distinction helps in avoiding to
mark as untrustworthy a node whose repetitions have not
been overheard only because of bad channel and not because
of an intentional misbehavior.

After the transmission of a packet, the node updates the
counters for each neighbor. These values are then used to
compute the opinion based on subjective logic, i.e., belief
(b), disbelief (d) and uncertainty (u). Subjective logic deals
with uncertainty which in our case represents the possibility
that a misbehavior is caused by bad channel and not by a
non-cooperative node. Belief, disbelief and uncertainty can
be computed as:

b= WegCq + WebCh

c+
_ WmgMyg mwmbmb

c+m
_ (1- ch)cg + (1= wep)ep + (1 - ng)mg + (1= wimp)my

c+m

(1)
where Weg, Wep, Wmg, Wmg € [0, 1] are the weights given to
each counter, while ¢ = ¢, + ¢, and m = m,; + m;, are the
overall number of observed correct behaviors and misbehav-
iors, respectively. For example, a misbehavior under good
channel conditions will have a higher weight than a misbe-
havior in bad channel, because it can be a hint of intentional
misbehavior by an attacker, since it is less likely not to over-
hear a packet when the channel state is considered good. A
neighbor is considered trustworthy if T = 1, where

T=1 ifb+pu>d+(1-Pu,

T=0 otherwise,

(2)

and f € [0, 1] defines how the uncertainty is balanced be-
tween belief and disbelief. For example, f = 1 considers
the uncertainty as belief to avoid false detections (i.e., good
nodes marked as attackers), while f = 0 helps in avoiding
misdetections (i.e., attackers marked as good nodes).
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In GUWMANET+ the weights used to compute belief,
disbelief and uncertainty can be set to either fixed or vari-
able values. In the latter, the final weight is computed as
a convex combination of the initial value and the variable
part obtained from the observed behavior. Specifically, for
the weights related to a misbehavior, the final weights are
computed as

Wb = AWpp + (1 = @) Wyar

_ - 3)
Wing = @Wmg + (1 = &) Woar,

where wy,;, and wp, are the initial values, while wy,, is the

variable part. Similarly, for the weights related to a correct

behavior the final weights are computed as:

Wep = AWep + (1 - 0!)(1 - anr)

S (4)
Weg = AWeg + (1=a)(1 = woar),

where w¢, and w,, are the initial values. The variable part is

computed as

_ma if pmg < Pmyp
Pmyg t Pmpb 9 ’ (5)

otherwise.

Woar =
Woar =1

where py, 4 is the ratio of misbehaviors in good channel and
Pm,p 1s the ratio of misbehaviors in bad channel. The idea is
that the number of misbehaviors for a good node should be
in principle higher in bad channel than in good channel. A
different behavior could be the sign of a malicious node.

3 SIMULATION SCENARIO AND SYSTEM
SETTINGS

In our scenario we assess the trustworthiness of nodes by
looking at their cooperation in the forwarding process. We
analyzed the trust model using the DESERT Simulator [4]
integrated with the GUWMANET+ protocol [5] updated with
the new trust module to implement the model described in
Section 2.

The scenario, presented in Figure 1, is composed of 10
nodes: the sink, depicted with a blue circle and placed in
the center of the network, eight legitimate nodes, identified
with green squares, and an attacker, depicted with a red
cross. Positions of both the nodes and the attacker are drawn
at random for each considered network deployment, while
the sink is always placed in the center of the network. The
maximum transmission range is approximately 3.5 km, with
fluctuations up to £200 m according to the channel state: in
the considered topology, each node is at most two hops from
the sink. The constraints used to draw the positions of the
nodes ensure that the same network topology is kept in all
considered deployments. The constraints are described as
follows:
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Figure 1: A realization of the network deployment
used to test the trust model with normal nodes (green
squares), attacker (red cross) and sink (blue circle).

e the maximum distance between a node and the sink is
less than 6 km;

e 2 legitimate nodes and the attacker are always at 1-hop
distance from the sink: each of these three nodes is
always in range with 2 external nodes and the sink;

e the remaining 6 legitimate nodes are at 2-hop distance
from the sink.

Every 800 s, on average, the sink broadcasts a data request
to all the nodes in the network. Consequently, the receiving
nodes reply to the sink with a data packet. In addition, every
node transmits to the sink a data packet every 400 s. Each
packet is transmitted twice according to the GUWMANET+
protocol rule. The only exception is represented by the at-
tacker (red node) which decides the number of packets to
transmit based on the misbehavior probability p,,,. With prob-
ability p,, the attacker transmits the packets 4 times, while
with probability 1 — p,, it acts according to the protocol rules
transmitting the packets twice. Each node transmits pack-
ets of 16 Bytes, the default packet size of GUWAL, and is
equipped with a modem having a bitrate of 4800 bit/s with
a central frequency of 26 kHz and a bandwidth of 16 kHz,
mimicking the performance of the EvoLogics S2C 18/34 mo-
dem [1]. The transmission power is set to 170 dB re yPa.

The channel model used in our simulations is based on
Urick’s model [23]. To simulate different channel states dur-
ing the simulations, we change the noise level every T =
180 s according to a 2-state MC with transition probabilities
Pgg = 0.87 and pyp = 0.72, where pg is the probability of
remaining in the state with low noise, while py, is the prob-
ability of remaining in the state with a high noise level. The
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actual state is computed based on the Signal to Noise Ratio
(SNR) of the received packets.

The trustworthiness of a node is computed using Equa-
tion (2) with § = 0.7 when both good and bad channel condi-
tions have been registered in the past. If only good channel
has been experienced, the value of f is set to 0. Indeed, in
good channel state the uncertainty due to the channel should
be reduced and therefore counted as disbelief.

4 SIMULATION RESULTS

In this section we evaluate the trust model presented in this
paper with the DESERT Underwater network simulator. The
results have been obtained by averaging over 20 different
realizations of the network deployment, where the nodes
positions are drawn at random as described in Section 3,
and on 50 runs for each simulated deployment: the corre-
sponding confidence intervals are very small and could not
be visualized in the plots, hence they are not depicted in the
figures. We assess the performance of the trust model com-
puting the F-score (F) [24]. The F-score combines precision
(P) and recall (R): the former describes the number of nodes
marked as attackers that are actually malicious nodes, while
the latter describes how many actual attackers have been
correctly discovered. Specifically,
tp tp
P= R=

ty+ fp tp + fa (©)
where t;, are the true positives (attackers marked as non-
trustworthy), f,, are the false positives (normal nodes marked
as non- trustworthy), and f;, are the false negatives (attackers
marked as trustworthy). The F-score is then computed as

2PR
F = . (7)
P+R

In addition to the F-score, we plot also the recall and pre-
cision values, in order to understand whether a low F-score
value is mainly due to attackers not discovered properly or
to normal nodes erroneously marked as malicious.

We analyzed the performance of the model, varying the
attack strength, i.e., varying the probability that a node be-
haves maliciously (p,,) as described in Section 3.

Figure 2 shows the results when fixed weights are used
to compute belief, disbelief and uncertainty. Considering a
misbehavior probability p,, = 1 or p,, = 0.75 the malicious
nodes is easily identified, as confirmed by the F-score value
close to 1 (Figure 2a). In addition, precision and recall values
are also close to 1, meaning that all the attackers are correctly
identified and no normal nodes are erroneously marked as
attackers. When decreasing the misbehavior probability to
0.5, i.e., the attacker behaves correctly half of the time, the
F-score drops to 0.5 due to a decrease in the recall value,
while the precision always remains close to 1. In this case
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Figure 2: F-score (a), recall (b) and precision (c) values

with fixed weights, for different misbehavior probabil-
ities.

the good behaviors of the attacker cause an increment in the
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belief value making it more difficult to detect the attacker.
Further decreasing the misbehavior probability to 0.25, the
F-score drops, and most of the time no attackers are found
in the simulations.

The performance improves using variable weights to com-
pute belief, disbelief and uncertainty. Similarly as before,
Figure 3 shows the F-score, the recall and the precision in
the scenario with variable weights. When the misbehavior
probability p,, is equal to 1 or 0.75, the attacker is always
identified correctly, obtaining an F-score equal to 1. In ad-
dition, the precision value is 1 thus good nodes are never
identified erroneously as attackers. Differently from the sce-
nario with fixed weights, when the attack strength is lower,
i.e., lower misbehavior probability, the attacker can still be
correctly identified. With a misbehavior probability equal
to 0.5 the F-score is close to 0.9. This is due to the improved
capacity in identifying the attacker properly, as suggested by
the recall values equal to 0.85 (Figure 3b). The precision re-
mains high also in this case, therefore good nodes are rarely
erroneously marked as malicious. The improvement is due
to the use of variable weights, which allows to weigh less the
correct behavior for the attackers, and to be able to identify
them even in the cases where the attacker behaves properly
more often because of the lower misbehavior probability. In
the last case, with p,, = 0.25, the F-score drops to 0.4. In
this case the main problem is to correctly detect the attacker
since most of the time it is acting according to the protocol
rules. This is confirmed by the recall value equal to 0.3. Also
in this case, the precision is 1. However, in this particular
situation, the attacker is also causing a lower overload effect
to the network, making the misdetection less dangerous for
the network.

In addition to the improvement of the performance on the
attacker identification, in our scenario the use of variable
weights helps the system identify sooner the attacker than
in the case with fixed weights. For example if p,,, = 0.5 the
system converges after 50 analyzed packets when the vari-
able weights are used, while it takes more than 100 packets
with fixed weights (for higher p,, values both systems are
fast in the identification of the attackers).

5 CONCLUSION AND FUTURE WORK

We presented a trust module implemented in the GUW-
MANET+ protocol and analyzed using the DESERT simulator.
The trust module computes the trustworthiness of a node
based on a subjective logic framework, considering the chan-
nel quality while computing the node’s trust. This allowed
us to take into consideration the uncertainty due to possible
misbehavior caused by poor underwater acoustic channel
conditions and not by malicious nodes. The trust module
is designed to be as general as possible, computing trust
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Figure 3: F-score (a), recall (b) and precision (c) values

for the scenario with variable weights, for different
misbehavior probabilities.

based on the observed correct behavior and misbehavior as
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defined by the employed protocol. We analyzed the trust of
a node by assessing its cooperation in the forwarding pro-
cess as defined by GUWMANET+ in the presented scenarios.
Specifically, we considered a malicious node inside a net-
work, whose goal was to overload the network transmitting
each packet more than what is allowed by the GUWMANET+
protocol.

Using variable weights to compute the trust of a node, the
trust module is able to detect most of the time all attackers
with a misbehavior probability higher than or equal to 0.5.
For lower values, there is a drop in performance of the trust
mechanism caused by the fact that the attacker is actually
behaving properly most of the time and therefore also causes
less damage to the network.
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